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23 Top 10 Wireshark TIPS & TRICKS

Collect only troubled IEEE802.11 packet
Use of Exclude Display filter

Stream ID and follow TCP in 2 way
Visualize using I/O Graph

Capture packet periodically

and merge for stats

Sort and stack the pcap file automatically
and divide by each filter value
Decrypting TLS/SSL data without key pair
HTTP2 dissection

QUIC dissection

O Visualize using ErasticSearch + Kibana
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#1. Collect only troubled IEEE802.11 packet

Wireless pcapng file contains tons of other packets

On capturing specified channnel,

you can collect only troubled IEEE802.11 packet
such as Deauthentication and Disassociation.

M testpeapng - m] X
IPIUE REE FRNY BBGE FIF00 4FR EHE ESR SEw v-lo ALTH >
4 m @ REQe==F oEE QB "
LI = 5 -] g+ BSSD
Interface |airpcapll - Channel |1+ 2412 GHz « | 20 MHz FC3S Filter - AirPcap Control Panel 802.11 Preferences
Mo. Time Sienal (dBm)  Source Destination Type/Subtype Dstarate  Protocol Length 1 ~
1 0.000000 -86 NecPlatf 80:97:af Broadcast Beacon frame 1 802.11 2501 . . .
20.007007 -84 Logitec 7c:7b:7c Broadcast Beacon frame 1 go2.11 2071 | network is operating in AD-HOC mode (To DS: @ Fror
30.009636 -84 Apple ee:04:8e Broadcast Beacon frame 1 802.11 2821 last ﬂ"agr \
409.017504 -88 Buffalo 6d:68:50 Broadcast Beacon frame 1 802.11 3291 etransmiti v
50.029577 -46  Modacom_a8:55:d9 Broadcast Beacon frame 1 802.11 1751 &
6 0.049608 -8 17:66:97:82:‘37:AFUULU R"‘Sﬁ].d((j’é"'uu JRPAgEn @arpfu oo 80211, %3F 0 FF 10 66 ~
82 8@ 97 af 10 66 82 89 97 af 80 3c 80 51 2f 1d
09 00 00 00 64 00 31 04 00 Of 70 72 35 30 30 6b
2d 31 35 64 66 62 37 2d 31 @1 08 82 84 8b 96 @c J
12 18 24 03 01 01 05 04 00 01 00 00 07 06 4a 50 .

@ 7 Retranzmizssion flag (wlan foretey), 1050 -

Mo B 5423 R 5423 (100.0%) - FHABIRE: 00161 || FO7PA ) LEERLANEE TR R WresharkERE
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#1. Collect only troubled IEEE802.11 packet

When you collect Deauthentication and Disassociation,
wlan.fc.type_subtype == 12 or wlan.fc.type subtype==14
No display filter but capture filter is good for wireless
troubleshooting ( especially in Tokyo ‘s crowded air )
tshark —i 1 —f “subtype deauth or subtype disassoc”
(http://www.tcpdump.org/manpages/pcap—filter.7 txt

B JI7/F FOYTE - tshark -i 1-f "subtype deauth or subtype disassoc” -w connectiondown.pcapng — | ped

C:¥Users¥megumi. IKERIRI¥Desktop>tshark =i 1 -f "subtype deauth or subtype disassoc” -w con
nectiondown. pcapng

Capturing on "AirPcap USB wireless capture adapter nr. 00
1
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#1. Collect only troubled IEEE802.11 packet

You can collect Deauthentication/Disassociation,
regardless of knowing the WPA2 key

( management frames are sent in clear text )

Using capture filter is also good for reducing pcapng size.

M connectiondown.pcapng - O >
IrWD BEE F|ERV BEEG FIFW0O 4WA Y EHw FEW UMD ATH

Amg® RE QeI EaqaH

(N[EToL5 -~ <Cul-/> BEmALES N -] &t | +

Ma. Time Source
18.000000 37:bf:39:15:10:aa
2 69.246.. 6b:e2:d4:4f:64:47
3 71.955.. ea:fc:8f:5b:5a:8c
4 84.342.. 2b:b6:79:dB:fc:bd

Destination Protocol  Leneth  Info
a9:65:28:a2:d9:36 BO2...
18:42:28:c1:1b:eB BB2...
c4:5¢c:98:da:93:54 BB2...
13:cf:f5:bB:cB:92 BO2...

1283 Disassociate, SN=3943, FN=14, Flags=o..PR.FTC..
1628 Fragmented IEEE 882.11 frame
1628 Deauthentication, SN=873, FN=1, Flags=op.PR....
213 Fragmented IEEE 882.11 frame

Radiotap Header v@, Length 20
802.11 radio information

Frame 1: 1283 bytes on wire (10264 bits), 1283 bytes captured (18264 bits) on interface ©

TEEE 882.11 Disassociate, Flags: o..PR.FTC
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#2 Use the exclude Display filter

If you have no idea to find packet you needed,

Use the exclude Display filter is the easiest and
best way, and do not forget right click and choose
Apply filter > ,... and not selected ,

Ml Wireshark — O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dmge RERe=2Z2F 2 5EaqQqH
| |((!(ipsrc == 21658.197 234)) && ipdst == 172.217.25.234)) && Wipsrc == 172217.25.234) [X] '] Expresszion=-  +
Mo. Time Source Deztination Protocol  Leneth  Info
346 3.745345 asashina.ikeriri.. 16.6.8.13 TCP 1514 [TCP segment of a reassembled PDU]
347 3.745346 . . ot T T TCP 1514 [TCP segment of a reassembled PDU]
Mark/Unmark Packet Cirl+M
348 3.745347 . ] TCP 1514 [TCP segment of a reassembled PDU]
349 3.745379 . '9nore/UnignorePacket - Curl+D ~ip.. TCP 54 1648 + 88 [ACK] Seq=673 Ack=24218 Win=65536 Len.. —
350 3.745393 “evUnsetTimeReference  Curl+T ~ip.. TCP 54 1644 > 443 [ACK] Seq=1400 Ack=17282 Win=65536 L..
351 3.746339 |  meShift- CListitd TCP 1514 [TCP segment of a reassembled PDU]
S5 DLTAGEEY | DEIEi@mmas Sk HTTP 1324 HTTP/1.1 280 OK (JPEG JFIF image)
L 353 3.746361 Edit Resolved Name ~ir.. TCP 54 1648 > 80 [ACK] Seq=673 Ack=26948 Win=65536 Len..
354 3.752338 | ALILS 257 Standard query response @x6199 A maps.googleapi..
355 3.754949 | FVIELGER ¢ Selected Standard query response @xecee A fonts.googleap..
358 3.756938 . VIEER ' Not Selected 55653 -+ 443 Len=38
363 2758341 HEINT ’ -.and Selected Standard auerv resnonse PxR2?h7 A mans.sstatic. e
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#2 Use the exclude Display filter

* The direction (,ip.src” or ,ip.dst”) is determined by
the position of right click in packet list pane.

* Applying exclude display filter many times...
((Wip.src == 216.58.197.234)) && (ip.dst ==
172.217.25.234)) && ip.src == 172.217.25.234)...

* You may find the packets you have not recognized.

e Excluding MAC Address is also useable

‘ Wireshark

ile  Edit View Go Ca Analyze Statistics  Telephony  Wireless  Tools  Help

pture
L RE es=FgaEEaaan
| |((!(ipsrc == 21658.197.2840) && Wipdst == 172217.25.234)) && WWipsrc == 17221725234 [X] '] Expreszion +
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#2.Use the exclude Display filter

Practice
Open wireless.pcapng file
Choose ,Broadcast” in Destination row in packet
list pane, right click, apply filter, ,not selected”
Choose ,02:cc:37:11:8a2:04” in Destination row,
right click, apply filter, ... ,and not selected”
set WPA-PWD (pass phrase : SSID )
sharkfest:sharkfest—ikeriri in IEEE802.11 wireless
LAN preferences, Decryption Keys...

Then we got the packets we wanted.
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#3 Stream ID and follow TCP in 2 way

* Wireshark set sequence number of transaction of TCP,
UDP, SSL and HTTP. For example Wireshark find first
SYN packet, and set stream number.

* We can check flow using straem id using display filter.
tcp.stream udp.stream ssl.stream http.stream

e [t is very useful to understand follow TCP stream

M Viveshark . SSLIF UL (tepstream g DR - si2
M vireshark . TCP AFU-L: (tep.stream eq D2 - ssl? — O
P q
|GET / HTTP/1.1 ‘
Wireshark - HTTP 2 FU=L (tcp.strearm eq 2 8l - ssl2 -
- a4 FU= (tep q OEEH o x
............ p....[d..
..... ZMr.eG.  wR. ... FE LS ~
L s i i e Ldlallol . 1 GET "'r HTTP"’ll
........................... Host: www.ikeriri.ne.jp
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#3 Stream ID and follow TCP in 2 way

e[t is also useful to add columns of TCP
Sequence no (tcp.seq)
TCP Segment Len (tcp.len)
Next sequence no (tcp.nxtseq)
Acknowledgement no (tcp.ack)

M telnet.peapng
B EBEE FTN BEG FHIIF00 4WA) £ EHy ZBEW v-Ilm ALTH
AW 2® RERes=FaEEaaan
(N[ = <Cwl-5> EEmLET
Ma. Time Source Deztination Frotocol  Lensth  Sequence number TGP Seement Len Mext sequence number Acknowledement number Info
1 e.e00080 192.168.108.182 192.168.1686.288 TCP 66 % % B 58393 -+
2 8.808242 192.168.100.200 192.168.108.182 TCP 66 %] %] 123 - 58:
{ J B.eea372 192.168.108.182 192.168.168.2808 TCP 54 1 B 158393 -
4 8.014177 192.168.100.182 192.168.100.200 TELNET 69 1 15 16 1 Telnet [
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#3 Stream ID and follow TCP in 2 way

* Enter ip.src== client/server IP address in display filter.
* You can understand the mechanizm of TCP
( seq no + segment length = next sequence number )

M telnet.pcapng - O *
IrfWB \EE =RV BEEHG FIF0 4WA) &Y SRy EFEW U-LD ATH)
Am 2@ RBes=FsEEaaanm
| |ipsr022192.158.100.102 [X] ']EZEQ"' +
Ma. Time Source Destination Protocol  Leneth  Segquence number TGP Segment Len Mext sequence number Acknowledement number  Info ~
1 9.000000 192.168.100.162 192.168.100.200 TCP 66 2] 2] B 58393 -+ 23 [SYN] Seg=0 Win=8192 Len=08 M..
3 9.800372 192.168.100.102 192.168.100.200 TCP 54 1 e 158393 » 23 [ACK] Seg=1 Ack=1 Win=65536 ..
4 9.814177 192.168.108.182 192.168.108.2080 TELNET 69 1 15 16 1 Telnet Data ...
7 5.826148 192.168.100.102 192.168.100.200 TELNET 57 16 3 19 13 Telnet Data ...
9 5.826640 192.168.100.102 192.168.160.208 TELNET 60 19 6 25 25 Telnet Data ...
11 5.826998 192.168.180.162 192.168.100.2080 TELNET 63 25 9 34 31 Telnet Data ...
13 5.864663 192.168.180.102 192.168.100.200 TELNET 65 34 11 45 31 Telnet Data ...
16 5.866513 192.168.180.162 192.168.100.2080 TELNET 57 45 3 48 48 Telnet Data ...
18 5 ART299 1497 1AR 1AA 1A 197 1AR 1AR 20A TFINFT AR AR A L AA Telnat Nata v
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#3 Stream ID and follow TCP in 2

‘ Wireshark « Flow . telnet

. 192.168.100.102
o _ Time 192.166.100. 200 Comment
¢ StatIStICS > B |OW Graph, n.onooon 50393 ! il =,:23 Bea= 0
] 0000372 s0393 | ACH 23 Seq= 1 Ack= 1
h D d 0014177 50393 i Peer) bt g :Ezs Beq= 1 Ack= 1
C Oose ISp aye BOZ26148 50393 i [PEer ke = Cong & =|:23 Eeq= 15 Ack= 13
. hO26640 50383 i PR, (= i =|:23 Beq= 19 Ack = 23
packets in Show, 5020090 o oo a e
. BOG4EGS 50393 i (Pees) bt o 1 :Ezs Beq = 34 Ack= 31
h TCP 'Fl BOGES1S 50393 i [PEer ke = Cong & =|:23 Bmq = 45 Ack = 40
C Oose OW In hORT299 50383 i PR, (= i =|:23 Beq = 43 Ack = 50
BAB2163 s0393 | AEH 23 Beq = 54 Ack= 72
flOW type 10063293 50393 i i, feedo Lo § :Ezs Beq = 54 Ack= 72
. iz 50393! AL =|:23 Beq= 55 Ack= 73
e [t Is another way to | | v

£ >

understand the flow of | resrswwces

Show: | Digplaved packets - Flaw tvpe: | TSP Flows - Addrezzes: | Any -

TCP from a peer. Reset
Save gt Help
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#3 Stream ID and follow TCP in 2 way

Practice

M telnet.pcapng — [m] X
TN EEE FRW EHO HIFNO 4HR) RHY Sy SEW UMD AMIH
Ama® RERes=>EF o5 EQaQaH
(W [ipsre==192.168.100.102 [x] <] g+
Na. Time Source Destination Protocol  Length  Sequence number TGP Segment Len Mext sequence number Acknowledement number  Info ~
[ ] O p e n te I n et p C a p n g 10.000000 192.168.100.102 192.168.100.200 TCP 66 ) ) 050393 > 23 [SYN] Seq-0 Win-8192 Len-8 M.
- 30.000372 192.168.109.102 192.168.100.200 TCP 54 1 ) 150393 » 23 [ACK] Seq-1 Ack=1 Win=65536 ..
40.014177 192.168.100.102 192.168.100.200 TELNET 69 1 15 16 1 Telnet Data ...
75.026148 192.168.100.102 192.168.100.200 TELNET 57 16 3 19 13 Telnet Data ...
® et aS CO u m n S o 95.026640 192.168.100.102 192.168.160.200 TELNET 60 19 6 25 25 Telnet Data ...
11 5.026990 192.168.100.102 192.168.100.200 TELNET 63 25 9 34 31 Telnet Data ...
13 5.864663 192.168.100.102 192.168.100.200 TELNET 65 34 11 5 31 Telnet Data ...
16 5.866513 192.168.100.102 192.168.100.200 TELNET 57 5 3 18 40 Telnet Data ...
Sequence no (tcp.Seq) 1R 5 AR72G9 192 1AR 1AM 1A2 192 1AR 1AM 204 TFINFT ] 4R A 4 AA Telnet Nata ~

TCP Segment Len (tcp.len) pRr——— o

192.168.100.102

Time 192168100209 Gomment
Next sequence no (tcp.nxtseq) . =1
0.000572 50393 A 23 S2q= 1 Ack= 1
0014177 [l i = e = =
Acknowledgement no (tcp.ack) SO s <
5026640 50393 (), = (e 23 Sq= 19 Ack= 35
. . . 5026990 50393 (), = () 23 Seq= 25 Ack = 31
» Set display filter as ip.src | v
S06651E 50393 (), = () 23 Seq = 45 Ack = 40
. 5067294 50393 (), = (e 23 Seq = 43 Ack = 60
from Client and Server = 5 | e
10.06329% 50393 (), = e 23 Seq= 54 Ack= 72
[ [ 10121112 50393 A 23 Seq= 55 Ack= 73
* Choose Statistics > Flow Graph, .
< >
. . Pocket 37 Sex = 40 Ack = 84
Choose DISplayed packets In ShoW’ Show: | Displayed packets « Flow type: | TGP Flows = Addreszes: | Any -

Reset

choose TCP flow in flow type
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#4 Visualize using /0O Graph

* Wireshark GUI has 3 types of Graph feature.
Rich interface and customizable interface
/0 Graph ( set Y axis as bits, packets, and Y fields )
TCP specified analysis ( OS level )
TCP Graph ( time/seq, RTT, throughput, window scaling )

Simple arrow diagram
Flow Graph ( TCP flow, general flow )

Rich and customizable interface TCP specified analysis (OS level ) Simple arrow diagram

bits packets Y fields Time/seq RTT Throughput  Window TCP flow General
scaling flow



#4 Visualize using /0 Graph

Bits (line) packets (histogram) Y fields
bits/s and bytes/s Frequency Time, Size, -

* To see performance and throughput,
set Y axis to bit/sec ( line )

* To see errors and counting the number of packet, set Y
axis to packet/sec ( histogram )

* To see time or size or other value,
set Y axis to Y fields
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#4 Visualize using 1/0 Graph

Practice4—1 To see performance and throughput
1. Add Item ‘q

36108 -

2. Set Display filter as b

ip.host contains FQDN 5 ! | |
(Sofmapcom) 12100 | | |

|
gononon | |
3. Set Style as Line S B T ﬁ,;ﬂ) i 0o T
set Y axis to bit/sec s

L]

A

Marme Dizplay filter Colc Style Y Awis ' Field Smoothing
5 C h k I 't | _I TRTOIT o ip.hast contains sofmap B L Bits Mone
+ | |= || Mouze ® draes () zoomz Interval |1sec  + | [ Time of day [ Log scale Fezet

Save At Ciopy Help
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#4 Visualize using 1/0 Graph

Practice4—2 To see errors and counting
webbrowse.pcang = o

1. Copy current item ,' |
2. Add the item’ s S ——

. 1 . . . 1
N 20 40

@

Display filter as “...
and tcp.analysis. T o s o B e e
retransmission’’ PRI s conne i andcpanssesmsion [ ar - peke
3. Set Style as Bar
4. Set Y aXiS tO + - | Mouse ® drags () zooms Interval |1
Packets/sec
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#4 Visualize using 1/0 Graph

Practice4—3 To see time or size or other value

webbrowse.pcang . )

1. Delete 2nd item -

2. SetY Axisas | ;/ \
“MAX(Y Field)” *.. AL /N

3. SetY fieldas = ~ — {/’ \//, Ve
“http.time” e

4. Copy item R A

9. Set Display fllter as “dns.gry.name contains FQDN”
6. SetY field as “dns.time”
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#5 Capture packet periodically and merge for stats.

e dumpcap/tshark/wireshark has the same option to
capture packets for long term,
e At first check the interface index with —D option

duration:NUM filesize:NUM files:NUM
switch to next file after switch to next file ringbuffer: replace
NUM secs after NUM KB after NUM files

* The pcap files are created as
name_seq(bdigit) YYYYMMDDHHMMSS.pcapng
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#5 Capture packet periodically and merge for stats.

e Using duration option is good for statistics.
* You can set duration as you want to set Units for stats.

60(1 minutes) / 3600(1 hour) / 86400(1 day)
*—a ( autostop ) option is also available for statistics

duration:NUM filesize:NUM files:NUM
Stop after NUM secs Stop after NUM KB Stop after NUM files

» After capturing, you just check the number of files,

then merge usmg wildcard option of mergeca
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#5 Capture packet periodically and merge for stats.

C:¥User s¥megumi¥Desktop>dumpcap -D
. ¥Device¥NPF_{2D82BEBC-1E21-4E44-AF3E-3FQCAEA6T48C] (M 4 4E+#RT #E (BB TEE -1
. ¥Device¥NPF_{4F0D27B0-EQ075-4FF7-9D28-BASSABD38307] (i 4 4 +4f+ = (#H (B3 -1
. ¥Device¥NPF_{F4FFD736-AD7B-455A-9DD7-EAF47FB51F31] Eethernet)

(

1
2
3
4. ¥Device¥NPF {B98C1496-712F-4755-AEB9-87981430B800] (local area connection)
5
C

P . ey e

. ¥Device¥NPF_{411DFF04-625C-4BA3-A3DB-25EFF691C708] (Wi-Fi)

. ¥User s¥megumi¥Desktop>dumpcap -1 3 -w stat. pcapng -b duration:60 -a files:60
Capturing on 'ethernet’
File: stat 00001 _20170530143410. pcapng

e dumpcap —b duration:60 and —a files:60 option means we capture
60 files ( 1 hour ) that each duration is 60 seconds ( 1 minute )

* You can merge packets for statistics, just counting files.

* For example, you can merge files just using wildcard

C:¥User s¥megumi*¥Desktop>mergecap * -w Thourstat. pcapng
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#5 Capture packet periodically and merge for stats.

Practice

e Check interface index using —D option
e Set 6 as duration with —b, set 10 as files with —a option

e Capture packet to 10 test.pcapng files each duration is 6 second

C:¥User s¥megumi¥Desktop dumpcap —-i 1 -b duration:6 -a files:10 -w test. pcapng
Captur ing on ' 1l &+ 1+ fE(HRTAETEE-HB - 171
File: test 00001 _20170531165817. pcapng

~» Merge 10 files ( 60 seconds ) using wildcard
e Create stats using tshark —qz option.
conv,ip conv,wlan dns,tree endpoints,ip endpoints,tcp
endpoints,wlan expert follow,http hosts http2,tree http req,tree
http_srv,tree io,phs io,stat
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#6 Sort and stack the pcap file automatically

and divide by each filter value

[ .
e There are tons of bored and time—wasting pcapng task
[l [ [l [
* Here is a very simple web access pcap file that contains 3 hosts
.
Oou nee O Ccreate pcap Ties Tiitered wi e€acC OSL.
How can vou do this ?
° w \Y} this pp— -~ o «x
N
Fle Edit View Go Capture Analyze Statiscs Telephony Wireless Tools Help
amae Re=ZFLII EQAqaaH
[N Apply 2 display filter =+ <Gtrl=/> ~| Expressionr= |+
Mo Time Source Destination Protocal  Leneth  Info
I 1 0.000800 192.168.100.127 192.168.160.254 DNS 77 Standard query ©x0658 A www.ikeriri.ne.jp
2 0.074708 192.168.100.254 192.168.100.127 DNS 116 Standard query response @x8658 A www.ikeriri.ne.jp CN..
‘ Wireshark - End ba 3 0.975402 192.168.100.127 asashina.ikeriri.ne.jp TCP 66 3836 » 80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS5=256 ..
ireshark - Encpoints - webaccess 48.1515084 asashina.ikeriri. 192.168.108.127 Tcp 62 88 + 30836 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=8 MSS=1..
50.151588 192.168.100.127 asashina.ikeriri.ne.jp TCP 54 3836 - 80 [ACK] Seq=1 Ack=1 Win=65280 Len=0
Ethernet - 2 IPvd - 3 IPvG TGP -2 upp - 2 2 S - N
6 ©9.156859 192.168.100.127 asashina.ikeriri.ne.jp HTTP 4506 GET /sample.html HTTP/1.1
Address Packets Bytes Tx Packets T« Bytes Rx Packets Rx Bytes Country ASMNumber City Latit] 7 ©.241479 asashina.ikeriri.. 192.168.160.127 HTTP 487 HTTP/1.1 200 OK (text/html)
192.168.100.127 1 3157 7 1151 4 2006 — — — — 8 ©.278873 192.168.100.127 asashina.ikeriri.ne.jp TCP 54 3836 » 80 [ACK] Seq=397 Ack=434 Win=64847 Len=0
192.168.100.254 2 193 1 116 1 7 — — — — 9 0.280857 192.168.100.127 asashina.ikeriri.ne.jp HTTP 396 GET /favicon.ico HTTP/1.1
211.5.104.181 9 2954 3 1890 6 1074 Japan AS2516 KDDI CORPORATION Tokyo, 40 35,6 18 8.367492 asashina.ikeriri.. 192.168.160.127 HTTP 1341 HTTP/1.1 280 OK (image/x-icon)
11 ©.405968 192.168.100.127 asashina.ikeriri.ne.jp TCP 54 3836 - 80 [ACK] Seq=739 Ack=1721 Win=65280 Len=0
[ Mame resolution [ Limit to dizplay filter
Frame 1: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface @ @

GCopy ™

Map [

Ethernet II, Src: Toshiba_3e:87:54 (e8:e@:b7:3e:07:54), Dst:
Internet Protocol Version 4, Src: 192.168.100.127 (192.168.100.127), Dst: 192.168.100.254 (192.168.100.254)

a2:12:42:ac:f@:8b (a2:12:42:ac:f0:8b)

a2 12 42 ac @ @b e8 e@ b7
00 3f 40 c1 00 00 80 11 00
64 fe fc 92 @6 35 00 2b 4b
00 @0 @0 00 00 00 03 77 77
72 69 @2 6e 65 02 6a 70 00

3e 87 54 08 98 45 @0
00 c@ a8 64 7T 0 a8
eb @6 58 01 00 00 01
77 @7 69 6b 65 72 69
20 @1 eo o1

SharkFest'17 US - Ca
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Packete: 11 Displayed: 11 (100.0%)+ Load time: 0:0.1 Profile: Default




#6 Sort and stack the pcap file automatically

* Windows10 64bit version supports bash shell
* You can add bash and use another convenient shell command
e.x. LOW ( Linux on windows ) or CYGWIN support too.
* You can extend wireshark CUI command with these shell script
and process packet task automatically.
(1) Collect source host list from the pcapng files
Hint: tshark —T fileds and —e option,
(2) Filter packets by source host
and create each filtered pcapng file.
Hint: tshark =Y ip.src and shell script ( for )
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#6 Sort and stack the pcap file automatically

* Open Settings > Update & Security > For Developers and activate
the Developer Mode

* Open Control Panel > Adding and Deleting Programs > Turn
Windows Features On or Off and check Windows Subsystem for
Linux (Beta)

 Open cmd.exe and type bash, or Ixrun /install /y

PR B8 I9YF FOYTH - keun Jinstall fy

?@3 UPDATE & SECURITY | Find a setting | « ~ 4 & » Control Panel > Programs v o b »

Windows Update
Use developer features

Windows Defender

These settings are intended for development use

only.
Backup Learn more
Hefault
Recovery (O Windows Store apps
o Only install apps from the Windows Store
Activation

O Sideload apps
Install apps from other sources that you trust, like

our warkplace.

Find My Device

RERNORNOEO00R0O0 £§

For developers
(®) Developer mode
Install any signed app and use advanced

development features US . . 1 9_22, 201 7




#6 Sort and stack the pcap file automatically

(1) Collect source host list from the pcapng files

* Wireshark display filter string ip.src_host means source IP host
* You can pick up source host list using

“Tshark —T fields —e Display Filter String”

C:¥Users¥megumi¥Desktop>tshark -r web
access. pcapng T fields -e ip. src_host

192.168. 100. 127
GW
192.168. 100. 127
asashina. ikeriri.ne. jp
192. 168. 100. 127
192.168. 100. 127
asashina. ikeriri.ne. jp
192.168. 100. 127
192.168. 100. 127
asashina. ikeriri.ne. jp
192. 168. 100. 127
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#6 Sort and stack the pcap file automatically

(1) Collect source host list from the pcapng files

* You can sort output stream using sort command at first,
then delete duplication using uniqg command

C:¥Users¥megumi¥Desktop>bash
user@lLetsNoted10: /mnt/c/Users/megumi/
Desktop$ /mnt/c/ Program Files”/Wires
hark/tshark. exe -r webaccess. pcapng -
T fields -e ip.src_host | sort

192. 168.100. 127

192. 168. 100. 127
192.168. 100. 127
192. 168. 100. 127
192.168. 100. 127
192.168. 100. 127
192.168. 100. 127

user@lLetsNoteJ10: /mnt/c/Users/megumi/
Desktop$ /mnt/c/ Program Files”/Wires
hark/tshark. exe —-r webaccess. pcapng -
T fields —-e ip.src_host | sort | unig
192. 168. 100. 127

GW

asashina. ikeriri.ne. Jp

GW

asashina. ikeriri.ne. jp

asashina. ikeriri.ne. jp

asashina. ikeriri.ne. Jp
user@LetsNoted10: /mnt/c/Users/megumi/
Desktop$ -
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#6 Sort and stack the pcap file automatically

(1) Collect source host list from the pcapng files

e Piping “| sort | uniq” give a list without duplication
* You can create temporal working file (hostlist.txt) using redirect at
first, then delete duplication using uniq command

BN root@CHEBURASHKA: /mnt/c/Users/megumi.|KERIRI/Deskiop - O >
SHK A/ ' s/megumi . IKERIRI/Desktopd /mnt/c/Program¥ Files/Wirejg
s.pcapng -T fields -e ip.src_host | sort | unig > ho

IKERIRT/Desktopdf cat hostlist. txt
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#6 Sort and stack the pcap file automatically

(2) Filter packets by source host and create file

* Filter packets by source host and create each filtered pcapng file.

C:¥Users¥megumi¥Desktop>tshark -r webaccess. pcapng -Y ip. src_host==192. 168. 100. 127
-w filtered 192. 168. 100. 127. pcapng

* The command means open webaccess.pcapng and apply display
filter “ip.src_host==192.168.100.127" then create a file
(192.168.100.127.pcapng )the display filter was applied.

* Let’ s create batch jobs for this task

e We can use “for” and use hostlist.txt
for /f “delims=" %a in (hostlist.txt) do (TASK)




#6 Sort and stack the pcap file automatically
(2) Filter packets by source host and create file

e Exit bash shell and change directory to Desktop
test “for /f "delims=" %a in (hostlist.txt) do (TASK)”
C:¥lsers¥megumi . IKERIRT>cd Desktop
C:¥lUsers¥megumi . IRERIRI¥Desktop>for /f "delims=" %a in (hostlist.txt) do (echo %a)

C:¥lUsers¥megumi . IKER IR T¥Desktop> (echo 192.168.100.127 )
197.168. 100127

C:¥Users¥megumi . IKER IR [¥Desktop> (echo 192.168.100.254 )
197 .168.100.254

C:¥Users¥mezumi . IKER IR [¥Desktop> (echo asashina. ikeriri.re.jp )
Aasashina. ikeriri.ne. |p
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#6 Sort and stack the pcap file automatically

Practice

e Collect source ip host list from webaccess.pcapng
tshark.exe —r webaccess.pcapng -T fields —e ip.src_host | sort |

uniq > hostlist.txt

 Filter packets by source host and create pcap file that contains

the each host
for /f “delims=" %a in ( hostlist.txt) do ( tshark —r
webaccess.pcapng =Y ip.src_host==%a —w filtered %a.pcapng )
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#6 Sort and stack the pcap file automatically
Practice

C:¥lzers¥megumi . [KERIR [ ¥0esktop>bash
"[[Aroot@HEBURASHKA: /mnt /c/Users/megumi . IKER IR /Desktopf /mnt/c/Program¥ Files/Wireshark
ark.exe -r webaccess.pcapng -T fields -e ip.src_host | sort | unig > hostlist. txt
root@CHEBURASHKA : /mnt /c/Users/megumi . IKERIR T /Desktopt exit

e 1

C:¥lsers¥megumi. [KERIR [¥Desktop>for /f "delims=" %a in ( hostlist.txt) do ( tshark -r web
access.pcapng -Y ip.src_host==¥a -w filtered %a.pcapng )

C:¥Users¥megumi . IKERIRI¥Desktop>(tshark -r webaccess.pcapng -Y ip.src_host==192.168.100.1
27 -w filtered 192.168.100.127 . pcapng )

C:¥Users¥mesgumi. IKERIR[¥Desktop>(tshark -r webaccess.pcapng -Y ip.src_host==192.163.100.2
o4 —w filtered 192.168.100.254 . pcapng )

C:¥Users¥megumi . IKERIR[¥Desktop>(tshark -r webaccess.pcapng -Y ip.src_host==asashina. iker
iri.ne.jp —w filtered asashina.ikeriri.re.jp.pcapng )

C:¥lzers¥megumi . IKERIR T ¥Desk top>
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#6 Sort and stack the pcap file automatically

Compare CLI with GUI

s S - P P
M webaccess.pcapng - a X 1 = B3
4w ® Re= = aaan
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help o < oy s = ol E —
YT e e e ool 3 display fiter = 0w pression
= Ho. Time Source Destination Protocol  Length It
Apply a display filter -~ <Gt /> -] Expressio + : — -
. = 5 — — 10.000000 192.168.100.127  192.168.100.254 DNS 77 Standard query @x@658 A www.ikeriri.ne.jp
° N B""ZBBBBB 1”9“;9168 TR EE] 1’;2‘"‘;‘2"8 TR D'N”S”“” E"g” S: e T o . 2 0.075402 192.168.100.127  211.5.104.181 TCP 66 3036 > 80 [SYN] Se Win=8192 Len=@ M55=1460 WS=256
y .168.100. .168.100. andard query Ox . ikeriri.ne.jp " T N
A 2 0.074708 192.168.100.254  192.168.100.127 DNS 116 Standard query response @x0658 A www.ikeriri.ne.jp CM.. 3 QAT TR AT DA 251G el S EEE © E@l[AEK]lseq’l A=l (Hm=IEp/ D o=
3 0.075402 192.168.100.127  asashina.ikeriri.ne.jp TCP 66 3036 » 80 [SYN] Seq=8 Win=8192 Len=0 MSS=146@ WS=256 £ PSS AT G5, D 127 B L (T EDEET fmamplledinll [ITR/l.d X
4 0.151504 asashina.ikeriri.. 192.163.100.127 Tcp 62 80 > 3036 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=0 MSS=1.. S W 2TRETS) ARG G 25 UE E TEP £ 3CEE © B0 [y Sty Ad= Mn=IGEmER lem=D
5 0.151588 192.168.100.127  asashina.ikeriri.ne.jp TCP 543036 » 80 [ACK] Seq=1 Ack=1 Win=65280 Len=0@ 66.280857 192.168.100.127  211.5.104.181 HTTP 396 GET /favicon.ico HTTP/1.1
0.156859 192.168.100.127  asashina.ikeriri.ne.jp HTTP 450 GET /sample.html HTTP/1.1 7 0.405968 192.168.100.127  211.5.104.181 Tcp 54 3836 > 80 [ACK] Seq=739 Ack=1721 Win=16711680 Len=0
7 ©.241479 asashina.ikeriri. 192.168.100.127 HTTP 487 HTTP/1.1 200 OK (text/html)
8 ©.278873 192.168.100.127  asashina.ikeriri.ne.jp Tep 503036 > 88 [ACK] Seq=397 Ack=134 Win=64847 Len=@
9 0.280857 192.168.100.127  asashina.ikeriri.ne.jp HTTP 396 GET /favicon.ico HTTP/1.1
10 0.367492 asashina.ikeriri. 192.168.100.127 HTTP 1341 HTTP/1.1 260 OK (image/x-icon) =
11 0.405968 192.168.100.127  asashina.ikeriri.ne.jp Tep 543036 > 86 [ACK] Seq=739 Ack=1721 Win=65280 Len=0 SRS = aaan
<Ctrih> -] Expression  +
Frame 1: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface © me Source Destination Protocol _ Leneth | nfo S .
Ethernet II, Src: Toshiba_3e:07:54 (eB:e@:b7:3e:07:54), Dst: a2:12:42:ac:f0:0b (a2:12:42:ac:f0:0b) DCELEED SR AT 258 SO AE. 1217 DNS 116 Standard query response 8x0658 A www.ikeriri.ne.jp C..
Internet Protocol Version 4, Src: 192.168.100.127 (192.168.100.127), Dst: 192.168.100.254 (192.168.160.254)
filtered_asashina.ikeriri.nejp.pcapng - o x
User Datagram Protocol, Src Port: 64658, Dst Port: 53
Domain Name System (query) v File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a2 12 42 ac 6 @b e8 €@ b7 3e 07 54 08 00 45 00 AE @ BlRe==fi= aqan
90 3f 40 c1 06 00 80 11 ©0 68 cO a8 64 7f O a8 (M For = dsplay fiter —— <owi-7> <] Expression- +
64 fe fc 92 60 35 00 2b 4b @b 06 58 01 00 60 01 Mo Time Source Destination Protocol  Length  Info
@0 00 60 60 06 00 03 77 77 77 ©F 69 6b 65 72 69 ¢ ;
72 69 82 6o 65 02 6a 70 00 00 01 B OL 1 0.000000 211.5.104.131 192.168.100.127 TCcP 62 80 > 3036 [SYN, ACK] Seq=e Ack=1 Win=3192 Len=@ MsS
© 7 websoess Packets: 11 - Displayedt 11(1000%) - Load time: 000 FProfile Default [ 2 0TS 2L S 101 A WD AED 12 HTTP 487 HTTP/1.1 208 OK (text/html)
3 0.215988 211.5.104.181 192.168.100.127 HTTP 1341 HTTP/1.1 200 OK (image/x-icon)

o filtered_192.168.100.127.pcapng
o filtered_192.168.100.254.pcapng

g ©
. webaccess, pCapng
.. filtered_asashina.ikeriri.ne.jp.pcapr
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#] Decrypting TLS/SSL data without key pair

» There are many encrypted communication using TLS/SSL in today’ s Internet.
* For example, HTTP2 is based on TLS/SSL
« If you have a server’ s private key with certification ( PEM format ),
you can decrypt TLS/SSL trace file, but it is mere.
e So it is essential to decrypt TLS/SSL trace by session
* Client creates nonce (random) and encrypt nonce by server’ s public key, it is

encrypted premaster secret >

 Master secret is created by premaster secret, [ J
then session key is created by master secret [ ]

e If you have unencrypted premaster secret, - @

you can retrieve session key of the SSL/TLS session [

* You need to leak your unencrypted premaster secret % C]]
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#] Decrypting TLS/SSL data without key pair

1. Set system environment variable
SSLKEYLOGFILE=Path of the premaster secret

x

Pr—

=Y
Path ppData¥Local¥pamfax¥bin:C:¥Program ...
FLOWYATLES X
EHAE(N): [SsLKevLOGFILE |
FHIEW: |C:¥Usz§rs¥n’|egumi‘\KERIRI‘\€Deskt|:yp¥ssI‘keg,r |
FILIMNOSED.. | | FrIDSEED.. bl | (@

PSModulePath

& S
AMDo4

Intel64 Family 6 Model 44 Stepping 2, Genuinelntel

6

2c02

YAFLOTONFA
Ivka-9-% N-Forr BEEE aFL08F Ut
Administrator ¥ LTOYAYLEBVVESE. TheDEEAEFEETES BA.
1874-T V2
EEHR. TOEyHDATT1- ). AEVER. BEHREAEY
SRIE(S).
1-i- Fo7rdll
FAVAVIBELTAT M TEE
HED..
EErEE
YATLEEE. VATLES. BT/ IER
HED
REEHEN.. |
oK Tl B

CHWINDOWS¥systemIZ¥WindowsPowerShel ¥ 1.0¥Modules¥ C¥Pr..
SSLKEYLOGFILE C:¥Users¥megumi.IKERIR¥Desktop¥ssl.key
TEMP CHWINDOWSETEMP hd
4 BRI, wRED.. BIER(L)
oK Fotl
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#] Decrypting TLS/SSL data without key pair

2. Capture packets using Chrome ( https://www.ikeriri.ne.jp/ ) ssl2.pcapng
1. Check SSLKEYLOGFILE was generated

M ss2pcapng - o X

Tl RBEE FxW BBOE SO SHE) #HO SHEy SEW WD ATH

Ami® RERe==FTo5EQQAQAR

(N[ET7018 -~ <Gul-/> BEFELET T &t |+ aw
No. Time Source Destination Protocol Lergth  Info ~
r 116:10:43.646789 10.0.0.15 211.5.104.181  TCP 66 56521+443 [SYN] Seq=0 Win=8192 Len=0 ..

! 2 16:10:43.647407 10.0.0.15 211.5.104.181  TCP 66 565222443 [SYN] Seq=0 Win=8192 Len=0 ..

‘ 316:10:43.648084 211.5.104.181  10.0.0.15 TCP 62 443256521 [SYN, ACK] Seq=@ Ack=1 Win=..

i 4 16:10:43.648086 211.5.104.181  10.0.0.15 TCP 62 443256522 [SYN, ACK] Seq=@ Ack=1 Win=..

! £ 1c-10-43 24 1 15 11 £ 104 181 TCo £4 £aE21.443 LacK] 1 Ack—1 in_gA24 4

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ©

Ethernet II, Src: Microsof_b7:33:99 (28:18:78:b7:33:99), Dst: Fortinet_b@:6a:9a (80:09:6f:b0:6a:9a)
Internet Protocol Version 4, Src: 10.0.@.15 (10.8.0.15), Dst: asashina.ikeriri.ne.jp (211.5.104.181)
Transmission Control Protocol, Src Port: 56521, Dst Port: 443, Seq: @, Len: ©

90 89 of bo 6a 9a 28 18
00 34 5a ac 40 00 80 06
68 b5 dc c9 @1 bb df cl
20 00 45 fo 00 00 02 o4

Q7 i

) BZJ\

78 b7 33 99 08 00 45 00
00 00 Ga @0 00 of d3 o5
2e 5f 6@ @0 00 B0 36 02
05 ba 01 @3 @3 o8 o1 o1

B3R 0:05 || P07 L:Default

&

Sy M TR YY
C  ® https//www.ikeriri.nejp
Iy v Fvlk

o WA

L <

Sitemap English

(A [ conans”

Rl i 0D *ky ho—oH—ER BEWEDE
@& wieshark  E®  h®  %E  SHEE bRLabe | B |
A= ® RERe=2=F 35 /A =

DDA -5 —EATRREE http:/Zwww keririne ip/~

No.  Tim Source Destin: Protocc Length Info
+ 10. 192.1. 203.. DNS 77 Standard query ©9xe606 A ww.
< 21. 203.1. 192. DNS 130 Standard query response 0x.. Internet Protocol Version 4, Src:

[>

Frame 1: 77 bytes on wire (616 bi
Ethernet II, Src: Matsushi_94:9f:

10

ssl.key - TeraPad - [m]

W JrLE RED BRO BTV MYEIW UMD ALIH

DB\GI \ IDﬁQ

X pt:

.............. o, M LI N 70 . B0

CLIENT RANDUM 21bde?ccd54ab55f2a33f7eUUd6a4e8db4?99b3bb0823a82?a851chebachC? 1
417478dbad98de84 Tabe ! Teaet /a1 15b3bad 14 Tedt 5112368 158809abd97 000562 i+ 396+ =39
4£154217670e5a6 L

CLIENT_RANDOM.11fb606c09e95e77cac0918a82621 102F29:39ad91elcde ] dB2e19df 27 ebee 4
é?é%g?gggé?ggg?BUTIblU57b92333afaffdb?f9d455c4bd0075d98&9a21514c079&bd484c8f3849

adc

CLIENT RANDOM. aa3ale3b269d704b11472635b%e1457e8e3aedbdf d02350c0e3d6a7994 2586 9
adZe?eB20d1 1 20695eed 1edc0291 faf acdaZt abefd1 05t 002432ef < 1hecad?6131 78a T TeBI090d
23af50delblcctal

CLIENT _RANDOM. 69c44dct dddb] 3766951450801 1519717751806c11012e65076d1652adc40183 .0
gf&ﬂgggz3gd§§}8:33bcbc39267f35b968f01232cbaac1be8ecf651d63620bc4544f3996268b25d0
CLIENT_RANDOM. 014cel5ef f2ebdedd8f3d1 chbced3305586559c34170932f 1 cababed3al70eab 4
g;Eé;?ggégﬁggggaﬂ44285c0cfe53e4baf2d986f6878c431c2a75185118&adf70938c6282e8a354b
CLIENT _RANDOM. 5682982337624cadbcbds5 71 7b053726781c212ce0914830032a961 697264528 8
ESEEZ§£Z§f§§g?319dd01f086d106e19e9ca18fef19465126e1fb4e22a1581848a3f04f7ddd54cbe

© A

SO T N G O €O 00 =l O 1 e GO 3 —

T W e [ SIS CRLF A

SharkFest'17 US - Carnegie Mellon University - June 19-22, 2017


https://www.ikeriri.ne.jp/

#] Decrypting TLS/SSL data without key pair

3. Set (Pre)-Master-Secret log filename in SSL preference

Add path of ssl.key in (Pre)-Master-Secret log filename

M Wireshark- 5%

SES

sFlow
SGSAP
SIGCOMP
SIMULCRYPT
sip

SKINNY
SME

SMB2
SMBDirect
SML

SMPP

SMTP

SNA

SNMP
SoulSeek
SoupBinTCP
SPDY

SPRT
SRVLOC
S5COP

SSH

S5L
STANAG 5066 DTS

]

Secure Sockets Layer
RSA keys list Edit==-
S5L debue file

| ‘ Browse:--

Reazzemble S5L records spanning multiple TGP seements
Reazsemble 351 Application Data spanning multiple S5L records
[ Message Authentication Gode (MAG). ignore * mac failed”
Pre-Shared-Key

(Pre)-Master-Secret log filename

|| ‘ Browse:-

s

A2

‘ Wireshark - 3578

SES

sFlow

SGSAP
SIGCOMP
SIMULCRYPT
sip

SKINNY

SMEB

SMB2
SMBDirect

SML
N

SMPP
SMTP
SNA

SNMP

/ SoulSeek

SoupBinTCP
SPDY

SPRT

SRVLOC

SSCOP

S5H

SsL

STAMNAG 5066 DTS

Secure Sockets Layer
R5A keys list Edit===
S5L debue file

| ‘ Erowse:=

Feassemble S5L records spanning multiple TOP seements
Reassemble S5L Application Data spanning multiple S5L records
[] Mezzage Authentication Cods (MAC), ienore “mac failed”
Pre-Shared-Key |
(Pre)-Master-Secret log filename

IS¥Users¥magumill(ERIRMDesktopkslkey‘ I Browsze: = I

Ok i)l

AT
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#] Decrypting TLS/SSL data without key pair

Check #23,28 In trace file ssl2.pcapng

M ss12peapng - [m] X M ss12.pcapng - [m] x

IFIME BEE £5N) BBHE FIFR0  SRA 9 BHy =BW YWD ATH JFMIME BEE £TY BHO FIF00  SRA 9 BREy =FEW Y-MD AVTH

AE 3@ REQRes=Eq & S|=EQaaafl aAm 2@ RE QRe=s=§F 8 5 |Qae s

(N[ET740V5 -+ Cu-5> BERALET O3 -] &+ oW (W[FET7015 -~ Cul-5 ZaALET O -] &+ oaw
No Time Source Destination Frotocol Length  Info — Mo Time Source Destination Frotocol Length  Info — "
! 22 16:10:43.719725 19.0.08.15 211.5.104.181 TCP 54 56522443 [ACK] Seq=525 Ack=3851 Win=.. ! 22 16:10:43.719725 19.0.08.15 211.5.104.181 TCP 54 56522443 [ACK] Seq=525 Ack=3851 Win=..

23 16:10:44.095939 18.0.6.15 211.5.104.181 TLSv1 512 Application Data, Application Data 23 16:10:44.995935 10.0.0.15 211.5.104.181 HTTP 512 GET / HTTP/1.1

24 16:10:44.097781 211.5.104.181 10.0.06.15 TCP 1514 [TCP segment of a reassembled PDU] 24 16:10:44.097781 211.5.104.181 10.0.8.15 TCP 1514 [TCP segment of a reassembled PDU]

25 16:10:44.097784 211.5.104.181 10.9.0.15 TCP 1514 [TCP segment of a reassembled PDU] 25 16:10:44.097784 211.5.104.181 10.9.0.15 TCP 1514 [TCP segment of a reassembled PDU]

JE 16.10.44 AG7QIC 16 A G 16 211 € 1@a aea Tro £A EEE713442 TACK] Caa—Q Acl£771 LEn— h JE 16.1G.44 AG7QIC 18 A 4 16 211 € 1@a aea Tro £A SEE713442 TACK] Caa-0 Acl—G771 LEn— h
Frame 23: 512 bytes on wire (4896 bits), 512 bytes captured (4096 bits) on interface @ Frame 23: 512 bytes on wire (4896 bits), 512 bytes captured (4096 bits) on interface @ ~
Ethernet II, Src: Microsof b7:33:99 (28:18:78:b7:33:99), Dst: Fortinet b@:6a:9a (00:09:0f:b0:6a:9a) Ethernet II, Src: Microsof b7:33:99 (28:18:78:b7:33:99), Dst: Fortinet b@:6a:9a (00:09:0f:b0:6a:9a)

Internet Protocol Version 4, Src: 10.0.8.15 (10.0.0.15), Dst: asashina.ikeriri.ne.jp (211.5.104.181) Internet Protocol Version 4, Src: 10.0.8.15 (10.0.0.15), Dst: asashina.ikeriri.ne.jp (211.5.104.181)
Transmission Control Protocol, Src Port: 56521, Dst Port: 443, Seq: 525, Ack: 3851, lLen: 458 Transmission Control Protocol, Src Port: 56521, Dst Port: 443, Seq: 525, Ack: 3851, Len: 458

Secure Sockets Layer Secure Sockets Layer
[2 Reassembled SSL segments (389 bytes): #23(1), #23(388)]
~ Hypertext Transfer Protocol
GET / HTTP/1.1\r\n
r Host: www.ikeriri.ne.jp\r\n
Connection: keep-alive\r\n
pgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.0 (Windows NT 10.8; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/53.8.2785.14

b Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8\r\n
Accept-Encoding: gzip, deflate, sdch, br\r\n -
< >
0830 ~ 0000 ~
0040 0010
0850 0820
0868 0830 6f 6 65 6 6c 6 6 lion: kee p-alive.
8e70 8040 3 6 3 1 3 65 63 .Upgrade -Insecu
0880 0850
0890 0860 g
0@ad 0870 & 69 & 1a/5.8 ( Windows "
eebe v Frame (512 bytes) Decrypted SSL data (1 byte) Decrypted SSL data (389 bytes) Reassembled SSL (389 bytes)
O 7 Secure Sockets Layer (sl 458 Jid I ey B 230 3T 230 (1000%) - EARRS. 002 F07pLDetault (O 7 5L Seements (sslsegments), 380 /i b My b 030+ FT 230 (1000%) - BHAERE 0018 || 2077)1Default
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#8 HTTP2 dissection

HTTP/2.0 has already here

In Windows10 age, major Web browser and websites such as
google services including Google Map and Gmail, Facebook,
Twitter, Yahoo and web services are ready.
*HTTP/2.0 uses with TLS and all traffic is encrypted.
*Please run the Chrome, Microsoft Edge, Safari and

capture major webpage, HTTP2 has already been here.

[http2

.'E". D DI | C atl On H TT F:' Ho.  Tim Source Destination Pratocol Length  Info
_ @..23.78... 192.168.0... HTTP2 135 SETTINGS, WINDOW UPDATE
Session SFEDY 0..192.16.. 23.78.84.1.. HTTP2 153 Magic, SETTINGS, WINDOW UPDATE
@..192.16.. 23.78.84.1.. HTTP2 478 HEADERS, WINDOW_UPDATE
Presentation SSL @..192.16.. 23.78.84.1.. HTTP2 1084 SETTINGS
@..23.78... 192.168.0... HTTP2 184 SETTINGS
@..23.78... 192.162.0... HTTP2 1286 HEADERS, DATA, DATA
Transport TCP @..23.78... 192.162.0... HTTP2 104 DATA
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#8 HTTP2 dissection

R « HTTP/2.0 works on SSL/TLS connection
e - ~ » Open Chrome URL “chrome://flags/”
HEHERRO QUIC 7’00 F3JL Mac, Windows, Linux, Chrome OS, Android \ . )

QUIC 700 hILOYA— b (HEEREH) 28 LET, wic ©  Set Disable to QUIC protoco| in list box

 Now Chrome prefer to use HTTP2
Dt « Start capture and open www.twitter.com in

&« C [} chromey//net-internals/#http? Chrome and save tWitter.pcapng
capturing events {131) . Open the Chrome and type

o HTTP/2 Enabled: true chrome://net-internals/#http2

" Use Afurmative Sevicn fls you can see the HTTP/2 sessions

- NPN Protorals, andefined « Wireshark has the dissector of HTTP2.0
HTTP/2 sessions https://www.wireshark.org/docs/dfref/h/http2
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#8 HTTP2 dissection

Decryption setting of SSL/TLS

Open twitter.pcapng and set (Pre)-Master-Secret log filename
Twitter_unencrypted_premaster_secret in SSL preference

M twitterpcapng - o X M twitterpcapng - o X
Fie Edit View Go Cepture Analze Siatistics Telepheny Wircless Tools Help Fie Edit View Go Cepture Analyze Swtistics Telepheny Wireless Tools Help
AW 2@ RE QR &= e = Q| AN 2@ RE] &= = @ Qe
(W Aty & display filter = <Gtri-7> -] Expression | + (W TAroy & display fiter = <Gtri-/> -] Expression | +
Mo Time Source Destination Protocol  Length Info A Mo Tire Source Destination Protocol  Length fo 0
~  10.600000 10.8.6.13 . twitter.com TCP 66 27964 > 443 [SYN] Seq=@ Win-8192 | ~ 10.000000 10.6.0.13 104.244.42.67 TCP 66 27964 + 443 [SYN] Seq=0 Win=8192..
20.013941 s.twitter.com 10.0.0.13 Tcp 66 443 » 27964 [SYN, ACK] Seq=8 Ack=1 20.013941 104.244.42.67 10.0.0.13 Tcp 66 443 » 27964 [SYN, ACK] Seq=8 Ack..
30.012027 10.0.8.13 s.twitter.com TCP 54 27964 » 443 [ACK] Seq=1 Ack=1 Win- 30.014027 10.0.0.13 104..244.42.67 TCP 54 27964 » 443 [ACK] Seq=1 Ack=1 Wi..
40.014176 10.8.0.13 s.twitter.com TLSv1.2 267 Client Hello 40.014176 10.6.8.13 104.244.42.67 TLSv1.2 267 Client Hello
58.025522 s.twitter.com 10.0.0.13 TCp 60 443 > 27964 [ACK] Seg=1 Ack=214 Wi 58.025522 104.244.42.67 10.9.6.13 TCp 60 443 > 27964 [ACK] Seg=1 Ack=214 ..
66.028770 s.twitter.com 10.0.0.13 TLSv1.2 1468 Server Hello 60.028770 104.244.42.67 10.0.6.13 TLSv1.2 1468 Server Hello
70.033601 s.twitter.com 10.0.0.13 TLSv1.2 1468 Certificat{ g . " T x 7 0.033601 104.244.42.67 10.0.0.13 TLSv1.2 1468 Certificate[TCP segment of a rea
§0.033603 s.twitter.com 10.0.0.13 TLSv1.2 260 Server Key §0.033603 104.244.42.67 10.0.0.13 TLSv1.2 260 Server Key Exchange, Server Hell.
96.033673 10.0.0.13 s.twitter.com TCP 54 27964 - 44 s S - 90.033673 10.0.0.13 104.244.42.67 TCP 54 27964 > 443 [ACK] Seq=214 Ack=36..
10 6.035667 10.8.0.13 s.twitter.com TLSv1.2 188 Client Key sFlow 10 6.035667 10.9.0.13 104.244.42.67 TLSv1.2 180 Client Key Exchange, Change Ciph..
11 6.639356 10.8.0.13 s.twitter.com TLSv1.2 167 Applicatio SGSAP RSA keys list | Edit= 11 8.639356 10.8.0.13 104.244.42.67 HTTP2 187 Magic -
12 ©.939396 10.8.8.13 s_twitter.com TLSv1.2 116 Applicatio SiGcomp S5L debue file 12 ©.939396 10.08.6.13 104.244_42 .67 HTTP2 116 SETTINGS
13 ©.639425 10.0.0.13 s.tuitter.com TLSv1.2 96 Applicatio z:y“mm [ evomse 13 ©.039425 10.0.0.13 104.244.42 67 HTTP2 96 WINDOW_UPDATE
14 8.039605 10.8.0.13 s.twitter.com TLSv1.2 793 Applicatio NNy Raassemble SSL records sparning maltiple TOF segments 14 8.039605 10.8.0.13 104.244.42.67 HTTP2 793 HEADERS
15 8.042755 s.twitter.com 16.8.8.13 TLSv1.2 296 New Sessiol B O . 15 8.042755 104.244.42.67 10.0.0.13 TLSv1.2 296 New Session Ticket, Change Ciphe..
16 8.044729 s.twitter.com 16.8.8.13 TLSv1.2 98 Applicatio SMB2 . " 16 8.044729 104.244.42.67 10.0.0.13 HTTP2 98 SETTINGS
< DR C - s mmmoe s SMBDirect L] Messase Authentication ode (MAC), ignare " mec failed 17 0.044758 10.6.8.13 104.244.42 .67 TCP 54 27964 ~ 443 [ACK] Seq=1238 Ack=3.. .
SML Pre-Shared-Key |
Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits| SMPP (Pre}-Master-Seorat log filoname Frame 10: 18@ bytes on wire (1440 bits), 180 bytes captured (1440 bits) on interface @ A
Ethernet II, Src: AsustekC_55:f4:56 (20:cf:3@:55:4:56), Dst: For SMTP Ethernet II, Src: AsustekC_55:f4:56 (20:cf:30:55:4:56), Dst: Fortinet_b@:6a:%a (80:09:@f:b
) Internet Protocol Version 4, Src: 10.0.0.13 (10.0.9.13), Dsti s.t i:):nu ; Internst Protocol Version 4, Src: 10.0.0.13 (10.0.0.13), Dst: 104.244.42.67 (104.204.42.67) ¥
@0 09 Of b8 6a 9a 26 cf 30 55 f4 56 08 00 45 68 ....3. - i;:f;ii%rcp 00 09 Of b8 6a 9a 26 cf 30 55 f4 56 08 00 45 88 ....j. - @U.V..E. D
@0 34 38 dc 40 00 80 66 00 @0 Ga 00 00 Od 68 T4  .48.@... o ©0 a6 38 <0 40 00 80 06 ©0 @0 Ga 00 00 Od 68 T4  ..8.@... ...... h.
2a 43 6d 3c 01 bb bd fe 55 aa 60 00 00 00 80 62 oeRT 2a 43 6d 3c 01 bb bd fe 56 80 1 44 <9 ea 50 18
20 60 9d Ga 00 00 82 64 5 b4 1 03 03 08 01 61 RVLOC 01 63 9d dc 00 00 16 63 03 00 456 18 00 00 42 41
04 02 scop 04 7d 19 81 7d 7b df bd @a 34 33 3e 55 3d ef 8a .
SSH Frame (180 bytes)  Decrypted S5L record (16 bytes)
@ 7 tmitler Packets: 1 - Displayed: 61 £ @ 7 witter Packets: 61 - Displayed: 1 (100.08) - Load time: 60434 || Profile: Defoult
STANAG 5066 DTS ¥
< >
Gancel Help
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#8 HT TP2 dissection

Stream ID is important to dissect HT TP2

HTTP/2.0 manages communications using Stream mechanism
HTTP/2.0 uses 1 tcp connection and many Stream ( virtual connection
channel ) that has id and priority

1 tcp connection used by HTTP/2.0
HTTP/2.0 request

Stream [ )=

(id1) 4+— e
HTTP/2.0 response
HTTP/2.0 request

Server

Stream [ J=
(id.2) 4— f e

HTTP/2.0 response
She.. 22017




#8 HTTP2 dissection

Add stream ID row and filter http2

Select packet 1 and open HTTP2 header, and select Stream Identifier
(http2.streamid) and right click and select “apply as column”
Set http2 in Display Filter

M twitterpeapng - [m] x
M twitterpeapng _ o % File Edit View Go Caplure Analyze Statistics Telephony Wireless Tools Help
Eile Edit VMiew Go Capture Analyze Statistics Telephony Wireless Tools Help dm @ SRl — E = = KRaan
am @® ReEq i EaqQaH (A jhiod BED -) Sorossion | +
No. Time Source Destination Protocol Leneth  Stream Identifier Infa
(R Feply s display fitier = Gl /> -] Bxpression + 11 ©.839356 10.0.0.13 104.244.42.67 HTTP2Z 167 Magic
Na Time Source Destination Protacal Leneth  Stream Identifier Infa J—| 12 ©.939396 10.0.8.13 184.244.42 .67 HTTP2 118 @ SETTINGS
10 ©.035667 10.0.0.13 104.244.42.67 TLSv1.2 180 Client Key Exchange.. 13 ©.039425 10.8.0.13 104.244.42.67 HTTP2 %6 @ WINDOW_UPDATE
11 8.839356 10.9.8.13 184.244.42.67 HTTP2 187 Magic 14 9.939605 10.8.8.13 184.244.42.67 HTTP2 793 1 HEADERS
12 ©.939396 10.0.0.13 104.244.42.67 HTTP2 110 8 SETTINGS | 16 ©.044729 104.244.42.67 10.6.0.13 HTTP2 98 @ SETTINGS
13 9.039425 10.0.0.13 104.244.42 .67 HTTP2 96 8 WINDOW_UPDATE v 18 9.044797 10.6.0.13 104.244.42 .67 HTTP2 92 8 SETTINGS
Ethernet II, Src: AsustekC_55:f4:56 (28:cf:3@:55:f4:56), Dst: Fortinet_b@:6a:9a (80:85:0f:b~ 20 0.047417 104.244.42.67 10.0.9.13 HTTP2 92 @ SETTINGS
Internet Protocol Version 4, Src: 10.6.0.13 (10.0.0.13), Dst: 104.244.42.67 (104.244.42.67) 78 Gl AR 2o a0 DT 15 IR A L=
Transmission Control Protocol, Src Port: 27964, Dst Port: 443, Seq: 393, Ack: 3835, Len: 56 24 ©.154743 104.244.42.67 10.0.9.13 HTTP2 120 1 DATA
R 36 21.998814 10.6.0.13 104.244.42 .67 HTTP2 107 Magic
W e Trenstar Breiedl & 37 21.998847 10.6.0.13 104.244.42.67 HTTP2 118 ® SETTINGS
v Stream: SETTINGS, Stream ID: ©, Length 18 38 21.998876 10.6.0.13 104.244.42 .67 HTTP2 96 ® WINDOW_UPDATE
Length: 18 39 21.999633 10.6.0.13 104.244.42 .67 HTTP2 632 1 HEADERS
Type: SETTINGS (4) 43 22.003287 104.244.42.67 10.0.0.13 HTTP2 98 8 SETTINGS
45 22.003281 10.0.0.13 104.244.42.67 HTTP2 92 ® SETTINGS
;lags; 0x00 0 4 oxo 46 22.004314 104.244.42 .67 10.6.0.13 HTTP2 92 @ SETTINGS
sas sass sess sams “ass smss ssas = eserveda.: X
.000 0P 0PGP PV PO POPO 0@AP PPAA = Stream Identifier: @ y ;1; iﬁ?;i; 1:j:iﬁ:ﬁ::; 12:2:2:3 :EE géi :EE?S:ERS
‘ Sattinae - Mav roncuncant cireoms - 1680 N 52 22.316347 10.9.0.13 104.244.42 .67 HTTP2 226 3 HEADERS
54 22.429617 104.244.42 .67 10.6.0.13 HTTP2 181 3 HEADERS
oo gi gg ég gg gg ;; 91 gg gg Gojeolose0]00 _ """ 55 22.438004 104.244.42 .67 10.0.0.13 HTTP2 143 3 DATA
57 22.665791 10.8.0.13 104.244.42.67 HTTP2 155 5 HEADERS
59 22.776187 104.244_.42_67 10.6.0.13 HTTP2 127 5 HEADERS
Frame (110 bytes] | Decrypled SSL data (27 bytes) 60 22.776273 104.244.42 67 10.6.0.13 HTTP2 143 5 DATA
0 7 & 31-bit stream identifier (http2streamid), 4 bytes Packets: 61 Displayed: 61 (100.0%) - Load time: (:0.4 || Profile: Default Dn (WARIR'AvIEre] | l_y GUIriG 1vJv L, cUT7




#8 HTTP2

dissection

check HTTP2 request header

« Set http2.header.value == "GET" (it means HEADER(http2.type == 1))
* Check 39 packet and open HTTP2 header

HTTP2 are binary frame

Check major header field
Method HTTP method
Authority Host of the server
Scheme HTTP / HTTPS

Path Path of the object

Accept accept document type
User-agent browser information
Referrer last visited uri

Cookie SharkFest'17 US - Carnegie Mell

v HyperText Transfer Protocol 2
¥ Stream: HEADERS, Stream ID: 1, Length 548
Length: 548
Type: HEADERS (1)
Flags: @x25
. = Reserved: 68x@
.00 6000 ©E0E 06OD VOO 00D 6BBO 801 = Stream Identifier: 1
[Pad Length: @]
Lo e e e e e e e = Exclusive: True
.00 60BO ©E0E 0BOD VOOO PDED BBBO BEBE = Stream Dependency: @
Weight: 189
[Weight real: 118]
Header Block Fragment: 82418f1d43a3d24cd442e9t064a4b62e43d3T878084b558d3. ..
[Header Length: 868]
[Header Count: 13]
Header: :method: GET
r: :authority: analytics.twitter.com
r: :scheme: https
r: :path: /tpm/p?_=1496616887878
r: accept: application/json, text/javascript, */*; g=0.81
: origin: https://twitter.com
r: user-agent: Mozilla/5.8 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KH
referer: https://twitter.com/
r: accept-encoding: gzip, deflate, sdch, br
r: accept-language: ja,en-US;q=0.8,en;q=0.6
cookie: guest_id=v1%3A149081668692454384
cookie: _twitter_sess=BAh7CSIKZmxhc2hlQzonQWN@aW9uQ29udHIvbGxlcjobRmxhc
: cookie: ct@=c629b54e39ddb3cladce@286bcet9boa
ng: <MISSING>

W I I I I I I I I T I I T
LW mm M@ MIMTMT™MTTMTMTMTTMTMTMTTMD M
LW oL oL Lo oL LW
[ = o = = = R = = = = R = A =
Fem ™ ® ® ™® ™® ® DD MD M
3 3 3

o W



#8 HTTP2 dissection

check HTTP2 response header

* Check 49 packet and open HTTP2 header

HTTP2 are binary frame
Check major header field
.status Status code
Content-encoding compression
Server Web server
content-type document type

SharkFest'17 US - Carnegie Mellon University

http2.header.value == "200" (it means HEADER(http2.type == 1))

v~ HyperText Transfer Protoceol 2
v Stream: HEADERS, Stream ID: 1, Length 33@

Length: 330

Type: HEADERS (1)

Flags: ox24

R = Reserved: ©x0

.086@ 900D BPEE DBEO VOO BPRE BBEV BBl = Stream Identifier: 1
[Pad Length: @]

R = Exclusive: False
.066 GO0 GPEE DOBG PEOO GPRE 0BGV BBBG = Stream Dependency: @
Weight: 95

[Weight real: 96]

Header Block Fragment: 884896190885421621eadd87al61d141fc2c4b®b216:
[Header Length: B668]

[Header Count: 18]

Header: :status: 200

Header: access-control-allow-credentials: true

Header: access-control-allow-origin: https://twitter.com
Header: access-control-expose-headers:

Header: content-disposition: attachment; filename=json.json
Header: content-encoding: gzip

Header: content-length: 172

Header: content-type: application/jsonj;charset=utf-8

Header: date: Mon, 28 Mar 2017 13:21:28 GMT

Header: server: tsa_m

Header: strict-transport-security: max-age=631138519

Header: vary: Origin

Header: x-connection-hash: da31c3174c19882f21e89406968e3320
Header: x-content-type-options: nosniff

Header: x-frame-options: SAMEORIGIN

Header: x-response-time: 184

Header: x-transaction: ©017a73c@02a5c68

Header: x-xss-protection: 1; mode=block

7Padding:‘ﬁMISSIN§>



#8 HTTP2 dissection

more information

For more detail mechanism and information about HTTP2
Please refer my last year’s presentation at Sharkfest 2016
“Wireshark 2.0 Tips for HTTP and HTTP2 Analysis”

SharkFest ‘16

Wireshark 2.0 Tips for HTTP 1/2 Analysis:
Goodies about New Wireshark and Packet
Analysis for HTTP

Megumi Takeshita

Packet Otaku | ikeriri network service co. ltd

S| 16

SharkFest'17 US - Carnegie Mellon University - June 19-22, 2017




#9 QUIC dissection
What is QUIC

 TCP 3 way handshake needs more connection time.
( off course there is a TCP Fast Open )

 TCP have to send new segment after old segment is
confirmed as received successfully ( Head of Line Blocking)

 TCP resend timer calculation and receive window
mechanism are not adequate in today’s internet

* Anyway, TCP is slow protocol, so SSL/TLS is slow,
and HTTP is also slow, so Google create new protocol
Instead of TCP/(SSL/TLS)/(HTTP/HTTP2) model

* QUIC ( Quick UDP Internet Connection ) comes.

SharkFest'17 US - Carnegie Mellon University - June 19-22, 2017



#9 QUIC dissection

capturing QUIC

* QUIC ( Quick UDP Internet Connection ) is Internet-Drafts
https.//datatracker.ietf.org/wg/quic/documents/

« open Wireshark and start capturing
open www.google.com and I’'m feeling lucky, stop capture.
Then save filtered pcapng as imfeelinglucky.pcapng

« At this time we just see some UDP stream

M i pc
Eile few Capture  Anal w
dma® RE R==2=iis = QaaH
LI lay filt <Citrk |
ime  Source Intor
el 8.0 (55] 50278 + 443 Len=133
.e12 kix@5s n-f4. 9 443
.e19 e.e k -f4. 4 58278 + 443 lLen=52
.931990 k n-fa. 5 443
.219 k i 7 50270 + 443 Len=305
.259 k n-f4. S 443
1.4458 k n-f4. 7 443
1.4477 k fa. 50270 + 443 Len=58
1.448612 10.6.0.13 kix85s81-in-f4.1el.. UDP 115 5027@ -+ 443 Len=73
1200 E G AT TGS T U O P Van niogid e i oriiviersity vuinic 1v cc, LU1 7


https://datatracker.ietf.org/wg/quic/documents/
https://datatracker.ietf.org/wg/quic/documents/
https://datatracker.ietf.org/wg/quic/documents/
http://www.google.com/

#9 QUIC dissection

check QUIC connection

[ chrome://net-internals/~ X

* Open the Chrome and type

< C | ® Chrome | chrome://net-internals/#quic
capturing events (4961) h . / / t . t I / -

chrome://net-internals/#quic

o « QUIC Enabled: true

Export » Origins To Force QUIC On: .

mport « Connection opticns:

s Load Server Info Timeout Multiplier: 0.25

FTOX) * Enable Connection Racing: false

Events + Disable Disk Cache: false -

o * Prefer AES: false PY

Timeline *  Maximum Number Of Lossy Connections: undefined ease C eC O n n eC I O n

DNS » Packet Loss Threshold: undefined

o » Delay TCP Race: true

Sockets « Store Server Configs In Properties File: null

Alt-Sy * lIdle Connection Timeout In Seconds: 30

Alt-sve * Disable PreConnect If ORTT: false

,_T"I" ” a Micahla AHIE Cin Timmand With Cinan Ctrazme: falra

Qu ; ;

Host Version Peer address Connection UID Active stream Active Total stream | Packets | Packets Padfm Connected

Mot count streams count Sent Lost Received
apis.google.com:443 egs.google.com:443 | QUIC_VERSION_35 | 216.58.197.142:443 [ 8126651583460386461 |0 MNone 1 7 0 7 true
clientsd.google.com:443 QUIC_VERSION_35 | 172.217.26.46:443 | 7635153523791641412 |0 None 1 8 0 7 frue
clients5.google.com:443 QUIC_VERSION_35 | 172.217.26.46:443 | 3964807E234303814218 [0 MNone 0 3 0 3 true
fonts.gstatic.com:443 ssl.gstatic.com:443 QUIC_VERSION_35 | 172.217.26,35:443 | 3002020916089671232 |0 MNone 0 3 0 3 true
Ih3.googleusercontent.com:443 QUIC_VERSION_35 | 216.58.197,129:443 | 1788128156380661810 |0 None 0 4 0 4 frue
notifications.google.com:443 QUIC_VERSION 35 | 216.58.197.238:443 | 5002717402422574525 |0 None 0 3 0 3 true
play.google.com:443
play.google.com:443 QUIC_VERSION_35 | 216.58.197.238:443 | 10382952651970550630 (0 MNone 1 7 0 5 true
www.googlecojpdd3 QUIC_VERSION_35 | 216.58.197.227:443 | 1168159024473252919 |0 None 20 70 0 a7 true
www.google.com:d43 QUIC_VERSION_35 | 172.217.26,100:443 | 6629880265344322331 |0 None 1 5 0 4 true
www.gstatic.com:443 QUIC_VERSION_35 | 216.58.197.131:443 | 8479664014582086847 |0 MNone ] 4 0 4 true




#9 QUIC dissection

Decode as QUIC

 Click udp packet and right click “Decode As...” and
choose non-well-known port as QUIC ( this time port 50270)

M Wireshark - Decode As... ? >
Field Value Type Default Current
LUDP port 50270 Integer, base 10 (nene) QUIC
UDP port - Integer, base 10 (none) |QUIC -

« Wireshark recognize the port is used for QUIC

M imfelinglucky.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4= ® REBRe=EF o Eaqaan

[N Aeply & display filter =+ <Ctri=/>

v | Expression 4+
No Time Source Destination Protocol  Length Info ~
10.600000 10.0.0.13 172.217.26.180 QUIC 175 Payload (Encrypted), PKN: 6, CID: 9716288951729248205
2 9.012014 172.217.26.100 10.0.0.13 QuIC 469 Payload (Encrypted), PKN: 7
{ 3 9.819206 10.0.9.13 172.217.26.100 QUIC 34 Payload (Encrypted), PKN: 7, CID: 9716288951729248205 v

< >

Frame 1: 175 bytes on wire (14006 bits), 175 bytes captured (1488 bits) on interface @
Ethernet II, Src: AsustekC _55:f4:56 (28:cf:30:55:f4:56), Dst: Fortinet_b8:6a:9a (00:09:0f:b0:6a:9a)
Internet Protocol Version 4, Src: 10.6.8.13 (16.8.0.13), Dst: kixe5s81-in-f106.1e188.net (172.217.26.168)
User Datagram Protocol, Src Port: 50270, Dst Port: 443
~ QUIC (Quick UDP Internet Connections)
Public Flags: @xec
CID: 9716288951729248205

Packet Number: & ?2 201 7
Payload: c86a83dalf6e65a58765b3f2cc2b8aca79172a54272f7cbe. .. ==




#9 QUIC dissection

QUIC architecture
« HTTP2 (eth:ip:tcp:ssl:http2)

Ethernet II, Src: AsustekC 55:f4:56 (208:cf:30:55:f4:56), Dst: Fortinet b@:6a:9a (P0:09:0f:b -
Internet Protocol Version 4, Src: 10.6.06.13 (10.98.8.13), Dst: 104.244.42.67 (104.244.42.67)
Transmission Control Protocol, Src Port: 27964, Dst Port: 443, Seq: 393, Ack: 3835, Len: 56
Secure Sockets Layer

v HyperText Transfer Protocol 2

* QUIC(eth:ip:udp:quic:http2(Encrypted))
QUIC overlaps SSL/TLS+TCP on UDP
with Encryption, Authentication, Session establishment,
Flow control, Error correction and Congestion Control

Frame 1: 175 bytes on wire (14088 bits), 175 bytes captured (1408 bits) on interface @
Ethernet II, Src: AsustekC_55:f4:56 (20:cf:30:55:f4:56), Dst: Fortinet_b@:6a:%9a (00:09:0f:b0:6a:9a)
Internet Protocol Version 4, Src: 18.0.0.13 (10.6.0.13), Dst: kix®5s01-in-f106.1e180.net (172.217.26.100)
User Datagram Protocol, Src Port: 58278, Dst Port: 443
¥ QUIC (Quick UDP Internet Connections)
Public Flags: @x8c

CID: 9716288951729248205
Packet Mumber: &
Payload: c86a83dalf6e65a58765b9f2cc2b8aca79172a54272f7cbe. ..
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#9 QUIC dissection
QUIGC Public Packet Header

0 1 2 3

t t t t t t —t } } } t }

| Public | Connection ID (64) | -> | QUIC Version (32) | -

|Flags(8) | (optional) | | (optional) |

t t t t t t —t ; f t + +

13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

| Diversification Nonce | > | Diversification Nonce Continued | -
| (optional) | | (optional) |
29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44

| Diversification Nonce Continued | > | Diversification Nonce Continued | -
| (optional) | | (optional) |
45 46 47 48 49 50

| Packet Number (8. 16. 32 or 48) | QUIC Wire Layout Specification

| (variable length) | docs.google.com/document/d/1WJIvyZflAO2pq77yOLbpINsGjC1CHetAXV8I0fQe-B_U

Connection ID: This is an unsigned 64 bit statistically random number selected by the client
that is the identifier of the connection. Because QUIC connections are designed to remain
established even if the client roams, the IP 4-tuple (source IP, source port, destination IP,
destination port) may be insufficient to identify the connection. For each transmission direction,
when the 4-tuple is sufficient to identify the connection, the connection ID may be omitted.
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#9 QUIC dissection

Add Connection ID row and filter quic

Select packet 1 and open QUIC header, and select CID (quic.cid)
and right click and select “apply as column” Set quic in Display Filter

‘ imfeelinglucky.pcapn —
glucky.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

AW ® BB e==F 8= EQaaan
| |quic !3 '] Expression-  +
Mo. Time Source Destination Protocol  Length  CID Info A
— 1 6.0006006 16.08.8.13 kix®5501-in.. QUIC 175 9716288951729248205 Payload (Encrypted), PKN: 6, CID: 9716
2 ©.812014 kixB5s81-i.. 18.8.0.13 QUIC 469 Payload (Encrypted), PKN: 7
3 9.919206 19.0.9.13 kix®5s5@1-in.. QUIC 94 9716288951729248205 Payload (Encrypted), PKN: 7, CID: 9716
4 9.831990 kix85s01-i.. 10.8.08.13 QUIC 75 Payload (Encrypted), PKN: 8
51.219255 18.8.8.13 kix®5501-in.. QUIC 347 9716288951729248265 Payload (Encrypted), PKN: 8, CID: 9716
6 1.259549 kixB5s81-1i.. 18.8.8.13 QUIC 69 Payload (Encrypted), PKN: 9
7 1.445828 kix@5s01-i.. 10.98.0.13 QUIC 217 Payload (Encrypted), PKN: 1@
8 1.447768 10.0.0.13 kix@5s581-in.. QUIC 160 9716288951729248205 Payload (Encrypted), PKN: 9, CID: 9716
. a1 AARA1I 16 A B 12 LivBAGedl_in  NITC 115 Q71A7RRAE17IQIARIAL Daulnad (Frrmuntad) DKN- 168 CTD- Q31 e

Frame 2: 469 bytes on wire (3752 bits), 469 bytes captured (3752 bits) on interface ©

Ethernet II, Src: Fortinet b@:6a:9a (00:09:0f:bB:6a:9a), Dst: AsustekC_55:f4:56 (20:cf:308:55:f4:56)
Internet Protocol Version 4, Src: kix@5s81-in-f108.1e108.net (172.217.26.108), Dst: 18.0.8.13 (10.0.8.13)
User Datagram Protocol, Src Port: 443, Dst Port: 58270

QUIC (Quick UDP Internet Connections)

20 cf 30 55 f4 56 @@ @9 ©f be 6a 9a ©8 00 45 PO
©1 c7 90 60 48 @8 34 11 73 dc ac d9 la 64 Ba BO
00 @d @1 bb c4 S5e @1 b3 10 93 @0 07 64 be 8 a2
85 68 80 8c c6 1a 53 le 4c 7e 49 91 6a eb 29 28
dd e® 18 98 2a fc ff 44 27 el e5 7c 68 fd <7 48
O td imfeeling lucky Packets: 159 Displayed: 159 (100.0%) + Load time: 003 || Profile: Default




#9 QUIC dissection

Add Connection ID row and filter quic

Now Wireshark can not decrypt QUIC negotiation
but we can check and find traffic of QUIC

Create flow graph with displayed packet,

You can find there are no 3 way handshake,
There are few RTT in this connection.

QUIC use sometimes no RTT for resumption

and sometimes a few RTT for starting connection
QUIC works if client IP and port changed,
because QUIC has NAT-Traversal mechanism

‘ Wireshark - Flow -

Time

0.nnnonn
o204
0.019206
0.031890
1219255
1258549
1445528
1447768
1448612
1460056
2193291
2193573
2193575
2193575
2193576
2193577
2193577
2193673
2193578
2193613

00000
00000
00000
00000
00000
00000
00000
00000
00000
00000
00000
sssss
00000
00000
UUUUU
00000
00000
00000
00000
00000

2 nodas, 150 Kams
Show: | &ll packets

imfeelinglucky

100013

kix0hs01-in-f4 1e 100 net
Padaod (Enared), PHN: 5,1

Padaed (Encrypted), PEN: T 443

Paidaed (Encrpted), PHM: 7, 443

Padasd (Encryptad), PRM: &

Paidaed (Encrpted), PHM: 8, 443

Padaed (Encrypted), PEN: 9 443

Padaed iEncripted), PR 10 |,

Paidaed (Encrpted), PHM: 9, 443

Padaad (Encrapted), PHMN: 1 443

Padaad (Enarypted], PHN: 11 443

Padacd iEnarpted), PEM: 12 1,

Padasd (Encryptad|, PEN: 13 443

Padasd (Encryptad|, PEN: 14

Padasd (Encrypted), PN 15 443

Padasd (Encrpted), PRN 15,

Padaad (Encryptad|, PEN: 17 443

Padasd (Encryptad|, PEN: 13

Padaed iEncriped), PRI 18 |,

Padasd (Encryptad|, PEN: 20 443

Padaad (Enarypted], PHN: 21 443

A Flow type: | &1l Flows

Comment

DU Padasd (Encrypted), PHIN: 5, OD: 97+
QUK Palasd (Encrpted, PEM: T

LMK Padaed (Enarpted), PRN: 7, CD: 87+
UK Paydaed (Encrypted), PHIN: 5

LMK Padaed (Enarpted), PRN: 8, CD: 87+
QUK Palasd (Encrpted, PEM: 9

LUK Paaed (Encrated), PR 10

BAI: Padasd (Enarpted), PHN: 9, OD: 87+
LMK Padaed (Enarpted), PRN: 10, S0 8-
LUK Palaed (Encrpted), PEN: 11

LUK Paaed (Encraed), PR 12

TUIC: Padaed (Encrypted), PRM: 13

LUK Paaed (Encrated), PRI 14

LUK Paaed (Encrated), PR 15

AIXE: Paydasd (Encrapred), PR 15

LUK Paaed (Encrated), PR 17

LUK Paaed (Encrated), PR 13

LUK Paaed (Encrated), PR 19

DU Pardasd (Encrptad), PRM: 20

LUK Paiaed (Encrpted), PEN: 21
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#10 Visualize using ErasticSearch + Kibana

Wireshark dissection is the source of big pcapng analysis

« | showed this demo at last Sharkfest Europe 2016

* Wireshark is almighty decoder, packet dissection is not only for trace file analysis
within Wireshark itself, but also for the source of big data analysis

« We can recode everything in network using Wireshark, and export dissection result
as JSON, JSON connect Wireshark with big data analysis tools such as Elastic

search and Kibana.

64 80 99 @a a5 e8 dc fb 82 45 5 .. .
00 78 15 fd 40 00 75 05 5 52 0 :> T %° elastic+ E Kibana
fo 12 10 0a on WIRESHARK

ive packet _ -
Decode / dissection Big data analysis Vlsual_lze _
Full-text search Real-time analysis
. JSON (JavaScript Object Notation ) is one of open source data format like XML, JSON is commonly
used by many web application, data exchange. Tshark can also output packets as JSON
. Tshark JSON (EK) output can be used for open source data analysis tool, Elastic Search and Kibana.
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#10 Visualize using ErasticSearch + Kibana

Set up Elasticsearch with Kibana environment

Download JDK, Curl and install, and set system environment variable
Download Elasticsearch and start server, check http://localhost:9200
Convert packet dissection data into Elasticsearch friendly JSON file
Entry packet dissection data (JSON) in Elasticsearch and check data
Modify the mapping, re-entry packet dissection data (JSON)
Download Kibana and start server, check http://localhost:5601
Access Kibana and set index

Search packet in full-text, visualize the packet and enjoy big data !

ONOoOOThWDNE

This time we are skipping STEP1-2, 4-7
and just enjoy Erastic Search and Kibana
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http://localhost:9200/
http://localhost:5601/

#10 Visualize using ErasticSearch + Kibana

Download JDK, Curl and install, and set system environment variable

JDK(Java Developer Kit) 8 u101

o x
[S] Java SE - Downloads | O X%
< C | ® www.oraclecom/technetwork java/javase/downloads/index.html @ B S
. Sign InfRegister Help Country ~ Communities ¥ lama.. ¥ lwanito.. ¥ | Search Q
ORACLE 15 Java SE Development Kit 6 Update 101 [B4-bit) - ft7muf X

Products Solutions Download,

a SE > Dawnloatls

Java SE Cverview | Downloads || Documentation | Jaws SE Development Kit & Update 10100 22 b= St — BALSCE
Js EE
Java WE Java SE Downloads C03H= KTL, Java SE Development kit 5 Update 101001 23 bl T O A%IIES
Java SE Support BoTHBALE S,
Java SE Advanced & Suite
Java Embedded =’ Ia\]a’
Java DB
et
Java Card Java Platform (JDK) 8101/ 8ut
Java TV NI "
Java Mission Control#07v4 U E SUREHR Y — e 24 — M, DkD—BBELTAFTE
davaPlatiol 3 ponglit.
LU

http://www.oracle.com/technetwork/java/javase/
downloads/index.html

Download jdk-8ul0l-windows-x64.exe
Execute and start setup program

Curl ( web access command)

- o %

© | & hitps/eurl have se *# @ B8 :
Download Documentation libcurl GetHelp Development News

CURL/ Download

Releases and Downloads

The cURL project only provides source packages. All other packages are kindly provided g,
by external parsons and organizations. b

Source Archives

curl 7.60.3, Released on the 14th of September 2016. Changelog for 7.503

mirror #metalink

mirror & metalink

Download Wizard

Need help to select what to download? Uiss the curl Download Wizas

Packages
< - | Cr¥lsers¥mequmi ¥Desktop¥eur -7.50.3¥1286
~
EH EIEE BE WA
AR )

S 7 // CURLEXE 260914 15:32 T3 675 KB
= d %] LIBCURL.DLL 260914 15:32 TR -3 viEiR 415 KE
B 7Rk // LIBCURL.EXE 260914 15:32 T3 367 KB
& Fozo-f || LIBCURL.LIE 260914 15:06 Object File Library 15KE

https://curl.haxx.se/download.html

Download curl-7.50.3.cab
Extract cab file and copy into “Program Files”
C:¥Program Files¥curl-7.50.3¥1386¥curl.exe

SharkFest'17 US - Carnegie Mellon University - June 19-22, 2017


http://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.oracle.com/technetwork/java/javase/downloads/index.html
https://curl.haxx.se/download.html
https://curl.haxx.se/download.html

#10 Visualize using ErasticSearch + Kibana

Download JDK, Curl and install, and set system environment variable

RREHTDRSE

FSystemRootia¥system32

FSystemPoot¥

Sy stemPoot ¥ Sy stem3Z2¥Whem

SV STEMROOTH¥ 5y stem22AWindowsP owerShel ¥ 1.0%
Ci¥Program Files¥intel¥WiFi¥hin¥

oo

Ci#Program Files¥Comman Files¥intel ¥WirelessCommon¥
Ci¥Program Files [«B6) $AmivoiceSP
C:¥Program Files (86 ¥0uickTime¥OTSysterm¥

rogram Files {«&8) ¥Common Files¥a dobe¥AGL
"C:¥Program Files¥curl-7,50.2¥1386"

Control Panel > System > System setting > detail settings > environmental variable

set JAVA_HOME=C:¥Program Files¥Java¥jdk1.8.0 101
set Path=(current path);C:¥Program Files¥Java¥jdk1.8.0_101; C:¥Program Files¥curl-7.50.3¥1386

C:¥User s¥megumi>java —version

java version “1.8.0_101"

Java (TM) SE Runtime Environment (build 1.8.0_101-b13)

Java HotSpot (TM) 64-Bit Server VM (build 25 101-b13, mixed mode)

C: ¥Users¥megumi>cur | --version

curl 7.50.3 (i386-pc-wind2) libeur!/7.50.3 WinSSL z1ib/1.2.8

Protocols: dict file ttp ftps gopher http https imap imaps ldap pop3 pop3ds rts
Features: AsynchDNS [Pv6 Largefile SSPI Kerberos SPNEGO NTLM SSL |ibz
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#10 Visualize using ErasticSearch + Kibana

Download Elasticsearch and start server, check

o <« v [ C¥UserstmegumikDesktop¥elasticsearch-2.4.18bir]
25 - EyRE ET #%

o PR TOER
2 [ elasticsearch G0/ 16 I7rlL KB
- [E] elasticsearch bat 2016/08/23 1646 Windows /(9F J7.. 148
Ready to download? Let's do this thing. = 7aokT [ elastiesearch.in bat 2016/09/23 B:20 Windows /(F I7.. aK8
U & #oun-¥ [ elasticsearchin.sh 2016/08/23 16:46 SH 27l KB
[= PFasivh Ny elasticsearch-semice-mgr.exe 20E/07/26 16:09 FIWr—ay 102 KB
= e N elasticsearch-semvice-uid.exe MEOT IR TTW-bay 12K
- Wireshark N elasticsearch-semvice-xifene MEOT IR TTW-bay T9K8
= [ plugin 2mE08/EI 164 JPrlL 3KB
W G OneDiive [ plugin.bat 20E608/23 1646 Windows (3T I, 2K8
— e ] = e [T service.bat 2ME0B/23 1646 Windows J(3F 7., 7KB

https://www.elastic.co/downloads C:¥Users¥megumi¥Desktop¥elasticsearch-2.4.1¥bin¥elasticsearch.bat

1.Access https://www.elastic.co/downloads
2.Download elasticsearch-2.4.1.zip

pid[8592], build[c67dcd2/2016-09-27T18:57:557]
. . [2016-10-D9 12:33:55, 893] [INFO ] [node 1 [Spirit of “76] initializing . ikenilnctwor 2 |
3 . EXtraCt yd| and open bln fOIder [2016-10-09 12:33:56, 904] [IWFD ] [plugins 1 [Seirit of *76] modules [reinde & localhostzon x
X, lang-expression, lang-groovy], plugins []. sites [] N —
[2016-10-09 12:33:56, 9411 [INFO ] Tenv 1 [Spirit of "76] using [1] data < C | @ localhost9200 | @ )
. paths, mounts [[(C'11]. net usable_space [119. 3gb]. net total_space [211 5gb], spins? [unkn
4.Execute elasticsearch.bat !

. . [2016-10-09 12:33:56, 9411 [INFD ] [env 1 [Spirit of "76] heap size [990 “name” @ Wong”,

Egg]h 58'”85"?;"‘;;;5'gg;{[?aggf']t[pomt"” [true] 118 £ 6] ’ “cluster_name” : “elasticsearch”,
16-10- 133 node Dirit o initial ize - id”
[ ” [2016-10-09 12:33:59. 877] [INFO ] [node ] (Spirit of *76] starting 5;‘2[‘3; ““:'d{ WICBIBE @G T-Aaxd”,
. €CK Started In commana Prompu Goepe ise st e 1 B or 76 sblisssros naser”'s
addresses “build_hash” : “cA7dc32en 4l B2036d 18dBfe |e952C Achche 73d1 67,
[2 G000 1o d¢:00. 623][[NFU J[discovery ] [Spirit of '76] elasticsearch/s oputtdt l?;eﬂa,,, ; Egmeg - TTBigT e
. . hDchLGRJUIYJIS “build snapshot ” : false,
en tt Oca OSt [2016-10-09 12 34 04 739][[NFU 1[cluster, service [Spirit of “76] new master {Spi "lucene_version” : “5.5.27

. . . rit of 75] IshD(aaxLGRJUZY\JZSthng} 1127.0.0.11 127.0.0.1 BJUO} reason: zen—disco-joinlelsc 1, -
ted_as_mas [0] joins received) “tagling” @ "You ¥now, for Search”
[5016—1[! 09 12 34 04 SUi][[NFU 1[zateway 1 [Spirit of 78] recoversd [0] i 1
ndices into cl
[2016-10-09 12 34 05 IQ]][[NFU 1[http ] [Spirit of "76] publish_address

1127.0.0.1:9200}, bound_addresses {\2‘-‘ 0.0.1:9200}, [ I] 4200}

[2016-10-09 12:34:05, 191 [INFO ] [node 1 [Spirit of "76] started
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#10 Visualize using ErasticSearch + Kibana

3. Convert packet dissection data into Elasticsearch friendly JSON file

tshark -T ek —r stream.pcapng > packet.json
1: Read stream.pcapng, convert EK (Elasticsearch friendly JSON file)
2. Redirect output stream to a file named packet.json

B JvF foud

C:¥Users¥megumi¥Desktop>tshark -T ek -r stream. pcapng > packet. json

C:¥User s¥megumi¥Desktop, o
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#10 Visualize using ErasticSearch + Kibana

4. Entry packet dissection data (JSON) in Elasticsearch and check data

curl =XPOST url @filename : use POST method to send data to server url
curl -XPOST http://localhost: 9200/ bulk --data-binary @packet.json

B JvvF FouTk

C:¥User s¥megumi¥Desktop>our | -XPOST http: //Iocalhost 9200/ bulk ——data-binary @packet json ~
{"took”:5748, “errors”:false, "items”:[{"create”:{"_index”: "packets-2016-10-09", "_type”:"pcap. - -

eC-Ci”. “_version”:1 “ _shards”:{“total":2 “successful”:1 “failed”:0}, “status” 201]] { create C¥UserS¥megum|¥DeSktop>CurI XPOST
09", ”_type”:"pcap_file” "_id":"AVenaQpalAnL3ZFeC-Cj”, “_version”:1, ”_shards” 1{ total”:2, “suc

s’ 20111, {"create” {"_index": "packets-2016-10-09", _type”: “pcap_file”, _id":"AVenqlpaiAnL 37 http//|0ca|hOSt9200/ bUIk --data-blnal’y @paCket jSOﬂ

{total 12, “successful i1, "failed”:0}, "status” {201]] {"create™: {” |ndex : packets 12016—10- " . " - " I - o
:“AVengUpgNAnL3ZFeC-Cl”, “_version™:1,”_shards”:{"total ":2, ” "successtul "1, “fai led”:0], “stati
:"packets—}2016—10—09", ” Hpe{ *"poap_ f|{|e ,7_id" ;" AVendQpaWAnL3ZFeC-Cm”, “_version™:1, “_shard { tOOk 5748 errors false |temS [{ Create { Index p
“failed”:0}, “status”:201}}, {"create”:{” index”:“packets-2016-10-09",” type”:"pcap file”, ~ i
ersion”:1,”_shards”:{"total”:2, "successful ":1, "failed” 0}, “status”:201}}, {"create”: {"_index - - -
v "pcap_fi{le", “_id":"AVengQpglfAnL3ZFeC-Co”, “_version”:1, “_shards”: {"total “:2, “successful”:1 ac kets 2016 10
“create”:{"_index”: "packets-2016-10-09", "_type”:“pcap_Tfile”, “_id":"AVenaQpgWAnL3ZFeC-Cp~, "_- non n.u 1 moa g
.2 “successful .1, “failed”:0], “status”:201}}, {"create”:{”_index”: packets-2016-10-09", "_typ. 09 y _type . pcap_ﬂle y _|d . AveanppWAn L3ZFeC'
gvg/]\gL%Fgg—Cq",",version"ilc, 'l',shard(sj"i{;gotaé"iﬁkx"ﬁg%gegsgul"11,"faiIed"]ZO],"ﬁtagus"i{ZOH],l C." " . " 1 i h d . |" 2 " f I" 1 "f I

10,007, type” - “poap. File". " id” “AVenaQpoliAnL3ZReC-Cr”. ~ version”:1.” shards: [“tota . { . .

I, “status”:201]}, {“create”: {"_index”:"packets-2016-10-09", ” type”:“pcap_file” " id":"AVenqQ I ’ _VerSIOn b | _S aras tOta bt | Successiul™: ’ alle
_shards” Z{ total”:2, “successful”:1 “failed”:0}, “status”:201}}, {"create”: {"_ index"i"packets-

n, n ",
le”. "_id":"AVengQpgNAnL3ZFeG-Ct”. “_version”:1, “_shards”: {"total 2. "successful|”:1. “failed”:! d .O}, Status .201}},...

"_index” ; “packets- ]2016 10-09", it]ype{z - “peap_ f|{|e ,7_id":"AVenqQpaNAnL3ZFeC-Cu”, “_version™:1 " v -
sful”:1, fa||ed :0], “status”: 201 “create”: |ndex : packets -2016-10- 09 _type”:“peap_f . . - - -
=Gy, " _version” :]C'| shardts‘ {A&ota(lJ I%JA Eg;gegsgul o1, "failed” 10] rs1ta5us {201]],|{ Ereate : s{ Create { _Index . paCketS 2016 10
_type”:” pcap_ ile”, "_i engQpgWAn eC-Cw", " versmn 1, "_shards”: {"tota . 'succe "non n.n . oo guln
20TH {"oreate”: {"_index”:"packets-2016-10-09", “_type”: “pcap_ file”,”_id":"AVengQpgWAnL3ZFe: - ' -
{total .2, “successful”:1, “failed”:0], “status” -{201]},{ create”: {"_index”: packets—]ZO]G—]O—O' 09 Y —type ) pcap—flle ' —Id ) AveanquAnLBZFeC
“AVenqQoglAnL3ZFeC-Cy”, “_version™:1 “_shards’: {"total "2, “successful” 1. "failed” 0], "status nn : ", n n.fn "n. n ", n P
packets-2016-10-09", " _type” “pcap_file” "_id": "AVenqOpgWAnL3ZFeC-Cz” ,",version”:],"7shards" CO y version .1, ShardS { tOta| .2, SUCCGSSfU| .1, fa.”
ailed”:0], "status”:201}}, {"create”: {"_index”: packets -2016-10-09", p ":"pcap_file”, "_id" - -
sion”:1, " _shards”: {"total” 2 “successful”:1, "failed 0}, “status”: 20T} Il

(E;¥U;;ré;ﬁegumi¥|5ési1top>_n: - ) ) K ed".O},"StatUS"201}}]}
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#10 Visualize using ErasticSearch + Kibana

4. Entry packet dissection data (JSON) in Elasticsearch and check data

Access http://localhost:9200/ search?pretty (_search means all index (pretty
output ) and check data entry

[ Time Source Dartination Protocol L o
10.000000 192.168.11.24 192.168.11.1 DNS 77 Standard query @xa21@ A www.ikeriri.n..
J# localhost0200/ search?y X { 20.000320 192.168.11.24 192,168,11.1 DNS 77 Standard query @x27c9 AAAA www.ikerir..
+ 32.023234 192.168.11.1 192.168.11.24 DNS 116 Standard query response @xa2l® A www...
C | @ localhost:5200/ searchZpretty ||t kn a 40 4 0.000808 192.168.11.1 192.168,11.24 DNS 168 Standard query response 8x27c9 AAAA w.
00 5 0.000796 192.168.11.24 asashina.ikeriri.ne.jp TCP 66 57@13+8@ [SYN] Seq=@ Win=8192 Len=8 M.
took” : 40, g "o, 60.013221 asashina.ikeriri.ne.jp 192.168.11.24 TCP 6280457013 [SYN, ACK] Seq=8 Ack=1 Win=8..
tined_ayt” ; falees tlmed_OUt . false, 7 0.000139 192.168.11,24 asashina.ikeriri.ne,jp TCP 54 57013+8@ [ACK] Seq=1 Ack=1 Win=65644 ..
Tin u ", 80.000272 192.168.11.24 asashina.ikeriri.ne.jp HTTP 452 GET /wireshark/cheer.html HTTP/1.1
shards" : { 90.024883 asashina.ikeriri.ne.jp 192.168.11.24 HTTP 1215 HTTP/1.1 208 OK (text/html)
o 1 10 0.006790 192.168.11.24 asashina.ikeriri.ne.jp HTTP 437 GET /wireshark/chiyodanyan.jpg HTTP/1..
total .9, 110.054820 asashina.ikeriri.ne.jp 192,.168.11.24 TCP 1468 [TCP segment of a reassembled PDU]
o n 120.001371 asashina.ikeriri.ne.jp 192.168.11.24 TCP 1468 [TCP segment of a reassembled PDU]
Successful . 5, 13 0.000003 asashina.ikeriri.ne.jp 192.168.11.24 HTTP 96 HTTP/1.1 208 OK (JPEG JFIF image)
A " 14 0.000115 192.168.11.24 asashina.ikeriri.ne.jp TCP 54 57813488 [ACK] Seq=782 Ack=4@32 Win=6..
fa”ed 0 15 ©.051055 192.168.11.24 asashina.ikeriri.ne.jp HTTP 398 GET /favicon.ico HTTP/1.1
16 ©.016414 asashina.ikeriri.ne.jp 192.168.11.24 TCP 1468 [TCP segment of a reassembled PDU]
17 ©.001206 asashina.ikeriri.ne.jp 192.168.11.24 HTTP 296 HTTP/1.1 20@ OK (image/x-icon)
18 0.000127 192.168.11.24 asashina.ikeriri.ne.jp TCP 54 57013+80 [ACK] Seq=1126 Ack=5688 Win=..
19 1.496935 192.168.11.1 192,168.11.24 TCP 74 32830480 [SYN] Seq=@ Win=5840 Len=0 M.

“Frane_frame Lime” :
“frame_frane_offset s sh\ft
frame_frane_tine_epoch
“frane_frane_tine delta
Tfrane_frane_time delta d
“Frane_frane_{ine_relat v

"max_score" : 1.0,
"hits" : [ {
etbettartes e "_index" : "packets-2016-10-09",
g, " type": "pcap_file"
ped R "_id": "AVenqQpgqWAnNL3ZFeC-Ck",
L "_score”: 1.0,
Jetherc Em_?gg Tved” © “Buffalol_d5:59:5a7, _source" : {
"timestamp" : "1474777554499",

SharkFest'17 US - Carnegie Mellon University - June 19-22, 2017

” uffg\ol _37:hl:

\|m

“ethsrelethl]e”



http://localhost:9200/_search?pretty
http://localhost:9200/_search?pretty

#10 Visualize using ErasticSearch + Kibana

4. Entry packet dissection data (JSON) in Elasticsearch and check data

If you failed to entry data , use curl “curl -XDELETE http://localhost:9200/*”

C:

I

¥User s¥megum i ¥Desktop>cur | -XDELETE http://localhost: 9200/
acknowledged” : true}

Check data mapplngs open browser “http://localhost:9200/ _mapping?pretty”
{

"packets-2016-10-09": { }
e localhost:5200/_mappinc X "mappings" . { }
<« CcC | @ Iocalhost:9200f_mapping?prett3d "Ecap_fllg" :"{ }
properties” : { 1
{ . "layers" : { “timestamp" : {
pa;ig;?niglﬁ:jﬂ{ b "properties” : { "type" : "string"
peap_file” @ "data-text-lines" : { !
“properties” o { B -
“lgvers” 1 { properties” : { }
‘”ggﬁgt;git [,rges - "data-text-lines_text" : { }
ties” : { "type" : "string" : .
e ot ines_text” ¢ { type" - 'string } "timestamp" : "1474777554499",
) “type” @ “string } }
} }} }
“d HE o m
ngroperhes ] _ dns": { .
e it “properties” { "
] dns_dns_count_add_rr": {
“inpns count amopers” “type”: "string”

h
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#10 Visualize using ErasticSearch + Kibana

5. Modify the mapping, re—entry packet dissection data (JSON)

packet_mapping,json

* - TeraPad - O X

IrAliB RRE BREED RFW wyFUw v-LD AL

DBII@I

B|w \531353

\\\\\

...........................................

http://localhost:9200/ mapping?pretty

Modify mapping as."timestamp",

TESTT: 44T F—‘ﬁ [50]

767
<

/b9
/B0
/81
/B2 T
/B3 I
/64 He

/B5 H

/66

} |
“timestamp” ;{1
“type” : “date”.

T
HFOF T

T 41 B (5

] WFMITI-FEFERTF X
2 “mappings” {1 {

3 “poap file” o {4 e - >

1 S oraperties” - {1 WFI-R: |UTF-8
5 “layvers” ;i {! #iFI-F(R: |LF - ol

] “properties” . {4

7 ”data text- Hne ® _LEHETFE)

3 “properties” | OGHEMITIREA

9 datﬂ text- _

10 “type” o string” s

11 e A
12 I

13 } L

14 dns o

15 propert\es ny

16 dns dns _count cadd rr” o {0

17 Ttype” string” e

18 boe

19 “dns_dns_count_answers” : {1
70 “twoe” : Tatring’u

fyfabh@
RS E e

Save mapping as “packet_mapping.json”
Delete header { "packets -2016-10-09" .

1
type “date” !

Check character/return code UTF-8 / LF
Delete “curl -XDELETE http://localhost:9200/*”
Enter mapping as “curl -XPOST
http://localhost:9200/packets-2016-10-09 --data-
binary @packet_mapping.json”

Re-enter original data

curl -XPOST http://localhost:9200/ bulk --data-

| binary @packet.json
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http://localhost:9200/_mapping?pretty
http://localhost:9200/_mapping?pretty
http://localhost:9200/*
http://localhost:9200/*

#10 Visualize using ErasticSearch + Kibana

6. Download Kibana and start server, check

<« A Ci¥Users¥megumi¥Desktop¥kibana-4.6.1-wind ows-x86¥bin
~
' et 4 BHl BEHERE BR B3
Ready to download? Let's do this thing,
e s 0190 PG
7 | kibana 2TEDRAZ 14:43 Il 1KE
2 I
= = [Z] kibana.bat 2N B9 1443 Windows J{F 7. TKE
[t

g

https://www.elastic.co/downloads C:¥Users¥megumi¥Desktop¥kibana-4.6.1-windows-x86¥bin¥kibana.bat

1.Access https://www.elastic.co/downloads
2.Download kibana-4.6.1-windows-x86.zip
3.Extract zip and open bin folder
4.Execute kibana.bat

5.Check “Kibana index ready’in prompt &8
6.0pen http://localhost;:5601 "
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http://localhost:5601/

#10 Visualize using ErasticSearch + Kibana

7. Access Kibana and set index

1.Access http://localhost:5601 Configure an index pattern
2CheCk “IndeX COntaInS t|me'based eventS” In order to use Kibana you must configure at least one index pattern.
3Set Index name or pattem as search and analytics against. They are also used to configure fields,
“packets-2016-10-09” or “packets-*"
4.Set Time-field name as “timestamp”
5.Click “Create” button

#| Index contains time-based events

Use event times to create index names [DEPRECATED]

Index name or pattern

Fatterns allow you to define dynamic index names using * as a wi

packets-2016-10-039

% packets-2016-10-09 [ o |
This page lists every field in the packets-2016-10-09 index and the field's associated core type as recorded by Elasticsearch, While this

list allows you to view the core type of each field, changing field types must be done using Elasticsearch's WMapping APl % .
Time-field name @& refreshfields

timestamp

Fields (2400 Seripted fislds (o)
name type = format analyzed @+ indexed @< controls

layers top.tep_tep_len

layers tcp_segments_tep_reassembled_data string

tring v v
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#10 Visualize using ErasticSearch + Kibana

Search packet in full-text, visualize the packet and enjoy big data !

== 1.Al First, use time picker to select the time of
packets ( just use “Last 1 year” is a good way )
2.Check histgram and left pane
3.Select layers.ip_ip_dst in left pane,
click “add” and click “Visualize”,see and save
the graph as name “IP ”

1 ek -
« ol

No results found @

layers.ip.ip_ip_dst m

Cluick Count @ (19

192.168.11.24 a e
211.5.104.181 6
182.168.11.1 q e IF Destination|

Wisualize {1 warning L&)
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#10 Visualize using ErasticSearch + Kibana

8. Search packet in full-text, visualize the packet and enjoy big data !

J

—_—

. Select field ip.ip_ip_src, visualize and save the visualization as “IP Source’
2. Select “Visualize”, “Pie chart”, and “From a new searchl
check “Select buckets type”, click “Split slices”, ‘

select “Terms” in Aggregation list box,
choose field “layers.frame.frame_frame_len”,
Apply changes, save the visualization
as “Frame length”

3. Using “layers.frame.frame_protocol” and
create pie chart, save as “Protocols”

4.Click “Dashboard” and set layout of

these 4 Visualization
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#10 Visualize using ErasticSearch + Kibana

8. Search packet in full-text, visualize the packet and enjoy big data !
Just a few step,

m . - l - Jiscover Yisualize Dashboard Settings
We can create grate visualization ‘ :

Of paCketS, and enJoy blg data, ” Frame Length # x IP Destination F =

» @ 1458 £ 10 . » @ Count
@5y Z s .
*77 S o —_—
@116 ! :

lbana_-- - - -

=+ = -

[x] =] -

‘ o é fD: @

- Lrl [l

""" i - m

- o = -
— o

pip_ip_dst: Desc
o~ F)

IP Source £ x Protocols £ x

. |
0 —

» @ Count > eth:etherdypeip:tcp
eth:etherdype:ip:tcp:hitp
@ ctheethertype:ipudp:d.
@ ethoetherdype:iptcpoht.

@ ethoetherdype:iptcpoht.

Count

’

L) Lo

192165.11.24
2115104181
192168.11 1

ipip_ip_src: Desc
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Finish
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Use Wireshark

SharkFest'17 US - Carnegie Mellon University - June 19-22, 2017



Thank you very much for your listening

Use Wireshark !

Thank you !
EFHHYMNEITTNVET !

SharkFest'17 US - Carnegie Mellon University - June 19-22, 2017



